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Abstract

For high quality software, an important part of the project is the choice of the
programming language and compiler to be used. This paper examines some of
the issues affecting software quality that should be considered when making this
choice, including the extent to which the programming language encourages the
writing of good quality programs; the degree to which the precise effect of the
programs written in the language have been formally defined; and the degree of
confidence that can be placed in the compiler implementation. As an important
part of this, the paper will include reference to the role of formal definitions of
programming languages, programming language standards and compiler valida-
tion techniques.

Introduction

For high quality software, an important part of the project is the choice of the
programming language and compiler to be used. There are likely to be a large
number of different factors to take into account when making this choice, such
as the past experience of the programmers; the re-use of existing modules; the
compilers available, including the speed of execution of their generated code;
and the portability of the programs. These are undoubtedly important aspects
to take into account, but these should be balanced against any adverse effects
on the software quality, either in terms of the final product or on the software
development process.

This paper concentrates solely on the software quality issues affecting the
choice of language, which must then be given the appropriate weight when com-
bined with all the other factors that influence the final choice.

Issues affecting software quality

There seems to be three main aspects of a programming language and its imple-
mentation which have software quality implications.
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26 Software Quality Management

These are:

1. The Design of the Programming Language.

2. The Specification of the Programming Language, and it's incorporation into
a Programming Language Standard.

3. The Quality of the Compiler Implementation.

Each of these three aspects will be considered separately, although in-
evitably they are not completely independent of one another.

The Design of the Programming Language

Many of the major issues in programming language design have been extensively
discussed over the years, probably ever since the term 'Structured Programming'
was first used, if not earlier. It is fairly well established that the use of a language
which actively encourages Structured Programming, such as Modula-2 or Ada,
certainly helps to develop good habits when teaching programming, e.g. a recent
paper by Jones and Burgess [1], but the same features that help a student learn
good programming practice are also likely to help programmers produce good
quality software during the software development process.

All the good aspects of program design relating to program structure, such
as modularisation, abstract data types, data hiding, variety of sensible control
structures, should be implement able in clear, explicit ways using the language in
order to maintain software quality. In addition, there is a growing view that a
language that supports strong-typing, which enables all the variables and data-
structures used to have their types checked at compile-time, helps to avoid many
problems, e.g. the problems caused by the many implicit coercions performed in
PL/I, some of which the user may not have intended. Yet a very large amount of
software is still written in languages, such as Fortran, or C, where either all these
concepts are not possible to implement, or at the very best, they are difficult to
make explicit in the final code without the extensive use of comments. This is
not meant to be particularly critical of the C programming language as a whole,
but only from the software quality viewpoint of the language design. A similar
situation exists with object-orientated programming, where probably C++ is one
of the most popular of the current implementation languages and yet it does not
implement many of the features that you might like, e.g. multiple inheritance, and
suffers from the same structural problems as for C. It probably owes its success to
its close resemblance to C, and also what seems to be an unavoidable inefficiency
in implementations of other object-orientated languages, such as Smalltalk [2, 3].
Whether this situation will change by the wider use of newer Object Orientated
languages, such as Oberon [4, 5] or Ada9X [6], it is not clear but it certainly
seems unlikely to change in the near future.
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Software Quality Management 27

The conflict between a good language design from the point of view of style
and the speed of execution of the object programs is not new, although with
modern compilers and computer architectures there is probably little difference
in the execution speeds possible for the mainstream types of imperative language.
However, Fortran is still used a great deal for the more mathematical types of
problem, not only because of a huge investment in existing software routines, but
also due to the comparative ease by which very efficient execution times can be
achieved and a long history of usage for these types of problem.

Some of the problems affecting software quality can be solved by imposing
additional in-house restrictions on the use of the programming languages. One
example of this is avoiding the use of dynamic storage allocation and pointer vari-
ables where very high-integrity software is required. Another example is insisting
on the use of explicit declarations for all variables in languages which allow im-
plicit declarations, so as to improve the checking that a compiler can do against
accidental misspelling of identifiers.

Programming Language Standards

A good paper discussing the effects of programming language standards on soft-
ware quality has recently been published by Wichmann [7]. There are a number
of major decisions that the program standards committees have to make which
can have a considerable impact on the type and form of standard produced.

Formal or Informal Standard

The first major decision is whether the standard should be in some form of
structured English or whether a more more formal approach is more appropri-
ate, possibly complemented by an English description. The structured English
document provides a very much more readable document, which can be used by
both programmers and compiler writers alike as a reference document but lacks
any possibility of mathematical rigour. The arguments for and against using a
formal form for the standard are very similar to the current debate about the use
of formal methods for program specification when compared with more informal
methods based on English descriptions. One of the earliest good attempts at
producing a standard based on structured English and including a formalising of
the syntax of the language was the AlgolGO report [8]. This technique has been
developed and refined over the years and is still used by most, if not all of the
current ANSI standards, e.g. [9, 10]. At the present time this is probably the
most widely accepted form of standard but since it is very hard to make such
standards both complete and unambiguous, then it can have implications where
very high levels of software integrity are required.

The other major approach is to attempt to formally define the whole lan-
guage standard. As far as the author is aware, the first published language def-
inition of this type was produced by IBM for programming language PL/I, and
was based on the Vienna Definition Language. However, whilst this was a brave
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28 Software Quality Management

attempt in its day, the idea was not followed up for any other major languages.
Other serious attempts along this path have been the AlgolGS report [11]. This
used a two-level grammar, which enabled formal definition of the semantics as
well as the syntax of the programming language, so that the effect of any program
was completely defined. Unfortunately the report, when published, was over 200
pages long and could only be fully understood by a comparatively few experts.
In addition, the complexity of the report made it difficult to ensure that even
the formal definition was complete and did not contradict itself. A more recent
approach along the same lines, but hopefully a lot more readable, is an attempt
to include as part of the new standard for Modula-2, a definition based on the
use of the formal specification language VDM. However it is to early to judge
whether this will be any more successful, as none of this work seems to have been
published yet.

Coverage of the standard

A closely related issue is whether the standard should cover only the language and
its effect or also specify implementation issues. There are a number of different
examples of implementation issues which would fall into this category. These
issues have also been enumerated by Wichmann [7]:

1. Capacity limits for compilers

This is normally specifically excluded from standards with the ANSI stan-
dard for C being an exception [10]. The lack of this can produce a very
wide range of limits, some of which are not always easy to determine. An
example of this for Modula-2 can be found in a paper by Pronk [12].

2. Floating-point arithmetic

Although there are many applications where floating-point arithmetic is
not required, none of the standards, except Ada [13], state much about the
semantics of floating-point operations. This gap is gradually being closed
by a proposed new separate standard on computer arithmetic [14].

3. Uniformity

This concerns the degree to which two different implementations of the
same language can differ from one another, raising questions for portability
of software. A closely related issue, is whether the standard for the language
explicitly includes or excludes subsets of the language.

4. Error detection and handling

There is normally a complete absence of any reference as to how compile
time or execution time errors should be handled by the compiler, with the
exception of exception-handlers for the few languages that allow users to
specify their own exception handling.

At compile-time this relates to the form of the error message, the accuracy
of the message and any pointer to the offending source code. Also whether
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Software Quality Management 29

warnings should be given to indicate code that does not conform to the
standard, but might be common past usage, or code highly likely to imply
logical errors during execution even though the program is valid and would
compile, e.g. declaration of identifiers that are never used.

At execution-time, whilst the standard often indicates errors that can oc-
cur, there is no obligation on the compiler to always check for them in the
implementation. A very common omission, even as a user option, is any
check for occurrences of integer overflow, as this can have a very consider-
able impact on the execution speed. Another is the checking for the use of
values of unassigned variables.

These issues will often have an impact on the software quality of the fi-
nal product either directly, or indirectly by affecting the software development
process, in particular, the testing stage.

Quality of the Implementation

A good compiler and user interface is essential if a programming language is going
to be accepted by its users. One important aspect of this, which relates directly
to software quality is the correctness of the implementation. This has two main
aspects. The first relates to the conform an ce of the compiler to the language
standard and has been covered in the previous section. The other issue is the
correctness of the results produced by the compiler, which is concerned mainly
with the accuracy of the generated code.

Unfortunately, like most other sizable software, it is still impossible to prove
the correctness of a compiler for a reasonable size language and a practical com-
puter. In the meantime, there are two main approaches to achieving a high degree
of confidence in a compiler, that is, compiler validation and the automated testing
of compilers. These two methods are complementary and have different strengths
and weaknesses.

Compiler validation involves the compiler correctly processing a carefully
chosen set of manually constructed test programs which attempt to cover all the
different features in a language and often include specific tests for areas which
compilers are known, from past experience, to frequently get wrong. The first
major validation suite, as opposed to a set of benchmarks, was produced for
Pascal [15], but a number of others have been produced since, e.g. the Ada
Validation Suite. These go a very long way to ensuring a good compiler but
there are two related problems. The first is that no test suite, or any other
method of testing large software, is anywhere near being exhaustive, and many
combinations of constructions will not be tested. The other problem is that users
tend to view the term validated as being synonymous to correct, but with the
current state of the art, there is a large gap between validation and any proof or
guarantee of correctness.
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30 Software Quality Management

The automatic generation of test cases for compilers attempts to narrow
this gap by automatically generating a large number of different test programs,
often driven by a random-number generator, using some explicit or built-in rep-
resentation of the language and its semantics. A review of this approach has
recently been published by the author [16], and another paper by Boujarwah and
Saleh [17] evaluates the effectiveness, in terms of the coverage achieved, of some
of these types of automatically generated test suite. This approach has a number
of drawbacks in terms of the total coverage possible but can be usefully used to
complement the validation process based on manually constructed test suites.

Conclusions

This paper has attempted to highlight some of the major factors relating to the
choice of a programming language for a project that relate directly to the quality
of the final product, and the software development process. It has shown how
the design of the language, the form of its specification, the type of standard
available, and the quality of the implementation, all have a significant effect on
software quality. At the present time, there are probably a large number of other
factors that have a more significant affect on software quality and there is still
a limited choice in terms of the languages, standards and good implementations
available, but the situation may well improve, particularly when the customer
can demand a far higher quality that at present in the product, and still at an
economic price.
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