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Abstract 

This paper introduces the architecture and the implementation details of an 
automatic real-time video surveillance system, capable of autonomously 
detecting anomalous events. Nowadays video surveillance systems are not 
flexible in adapting to different operative scenarios (they only work in well 
known and structured environments) and generally need human assistance to 
recognize and tag specific visual events. A new approach is described to 
overcome these limitations. The proposed system can automatically adapt to 
different scenarios without human intervention (but the placement of the TV 
sensors), and automatically learns the "typical" targets behavior in each specific 
operative environment by means of robust self-learning techniques. The learned 
knowledge is used by the system to give alerts in an automatic way by analyzing 
the trajectories of visual targets in the controlled scene. Robustness is obtained 
through an improved version of the Altruistic Vector Quantization algorithm 
(AVQ). The modified AVQ autonomously establishes the number of trajectory 
prototypes, and improves the representativeness of the prototypes themselves. 
Anomalies are detected if visual trajectories deviate from the "typical" learned 
prototypes. Standard PCs and TV cameras have been used for the actual 
implementation, that has been tested in many real indoor and outdoor 
environments. Currently real time performance has been obtained (15 fps for 
each camera). A preliminary learning period (about 20 minutes to grant a 
suitable time interval to learn all the "typical" visual trajectories) is necessary. 
After that period the system gives automatic alerts about events that do not 
conform to typical behaviors. The field of view can be changed (by panning the 
TV camera, for example), then the system relearns the new scenario without any 
human intervention (no thresholds or other settings) and accurately detects 
anomalous events. 
Keywords: feature analysis, vector quantization, event recognition, anomalies 
detection. 
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1 Introduction 

Today the increase of terrorist attacks, accidents, robberies, and crimes, urges the 
development of innovative surveillance systems capable of operating in different 
contexts, like: parking lots, stores, galleries, buildings, roads. It is evident that 
the possibility of preventing crimes by taking immediate counter-actions depends 
on the availability of just-in-time alarms and this is an important development 
aspect of innovative surveillance systems. Nevertheless, even if the use of video 
surveillance is already broadly diffused, its basic use is as a "post factum" device 
i.e., as a legal tool to track possible transgressors and to reconstruct the chain of 
actions [1]. 
     Moreover, in general, digital technologies are mainly used to transmit 
compressed streams towards central control rooms, where human operators are 
in charge of performing vigilance. Unfortunately this approach is not effective 
and it is error prone due to the human component involved (it is very difficult to 
maintain a high level of attention for long time periods, particularly when many 
videos must be controlled in parallel). This is why a suitable video surveillance 
system must be capable of autonomously detecting anomalous visual events in 
real-time to immediately attract the attention of the human operators in case of 
danger. 
     In this paper we introduce an approach to monitor live video, to raise 
automatic alarms, and to store digital video records of the ongoing actions. Due 
to the adopted procedures, the system does not need specific tailoring even if the 
inspection scenario changes and, due to the self-learning capabilities, it is 
possible to adapt it to a vast range of operational conditions without relevant 
human-based settings. The possibility of automatically selecting the appropriate 
descriptive features and of automatically detecting visual events of interest, is 
still an open research theme, even if an extensive literature has been devoted to 
the interpretation of human movements (see [2] for a detailed review of Human 
Motion Analysis) and many approaches have been proposed for the detection 
and tracking of target movements. In [3] the authors describe a system that 
generates a database of visual events detected in real-time. Unfortunately such a 
system deeply relies on humans that must define sophisticated queries to 
describe complex events and target interactions. In [4], event recognition can be 
performed only about known scenes where the targets move in predefined 
directions; this fact limits its practical applications. In [5], Hidden Markov 
Models are used to describe the visual targets behaviour. Nevertheless, a suitable 
state-space needs to be superimposed to the scene. This makes it difficult to 
adapt the system when different scenes must be controlled (a different state-
space must be manually defined for each different scenario). Recently the 
extension of the CONDENSED algorithm proposed in [6], has been used to 
reconstruct trajectories by analyzing the history of past object states (that 
describe the motion path of each target). Also in this case, highly specialized 
personnel must setup the system in particular to suitably define the number of 
hidden states necessary to describe the events. Another approach, [7], uses target 
silhouettes to track and cluster pedestrians in outdoor environments. The system 
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runs in real-time, but cannot suitably manage temporal occlusions that often 
occur in real applications.  
     The previous systems cannot easily deal with unknown scenes and they need 
the presence of an operator, at least in an initial training phase, to setup the 
parameters needed for the correct recognition of anomalous events. To get over 
these problems, we re-worked the original idea of Johnson [8], that used the 
Altruistic Vector Quantization algorithm to acquire and model the targets motion 
in the scene. Our system basically uses the same algorithm, but two important 
improvements have been added. The first one improves the accuracy during the 
data learning phase; the second one solves a crucial problem of the original 
algorithm, namely: it allows the automatic definition of the number of trajectory 
prototypes to be used. 

2 The system architecture 

In general, a visual surveillance system must perform the tasks illustrated in the 
following Figure 1. In this paper we concentrate on the implementation of the 
Anomaly Detection System (ADS) that plays a fundamental role as regards the 
performance and robustness of the whole chain. 

 

Figure 1: Architecture of a generic video surveillance system. 

     The proposed Anomaly Detection System takes as input the trajectories of the 
moving objects in the field of view. Such trajectories are described by a series of 
Instant Positions (each Instant Position is described through a vector that codes 
the Centroid Position, the Speed and the Dispersiveness of each moving Object 
in the scene). The accumulated Instant Positions (IPs) are analyzed through the 
AVQ algorithm and a set of Prototypes of State (PSs) is obtained that 
approximates the spatial distribution of the positions of the ensemble of moving 
objects observed in the scene. Subsequently the same AVQ algorithm is used to 
learn the so called Generalized Trajectory (GT) of each moving object (the GT is 
the set of the IPs related to the same target) and to construct a set of Prototype 
Trajectories (PTs) that are used to detect the anomalies. The following three 
major modules are involved: 
 
Feature Extraction. This module receives the data about the objects extracted by 
the acquired sequence and computes the centroid, the displacement, and the 
dispersivity of each object in each frame. The corresponding information is 
stored in a set of IPs, while subsequent IPs, corresponding to the same moving 
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target, are stored into a GT. During the Learning phase, all the trajectories are 
temporarily stored in a Buffer. 
Prototypes Learning. This module operates in two steps. The modified AVQ 
algorithm (see below) is initially applied to approximate the spatial pdf of the IPs 
by means of a certain set of PSs. The PSs are then used to define the so called 
Normalized Trajectories (NTs, see below). During the second step another AVQ 
algorithm generates the PTs that approximate the pdf of the NTs. 
Anomaly Detection. This module decides when to raise an alarm. When a new 
object appears in the scene, a new trajectory is generated and the extracted 
features are used to obtain the corresponding NT. An alarm is raised in two 
cases: first when one IP exceeds a predefined distance from the whole set of PSs; 
second when the NT exceeds a predefined distance from the whole set of PTs (in 
both cases the Euclidean metrics is used). 

2.1 Feature extraction 

Making reference to Figure 1, the Object Extraction module detects all moving 
objects in the scene by extracting the corresponding blobs. Each Blob is 
described by a vector of the following type: 
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centroid coordinates.  
     All the blobs related to a certain moving target are grouped and stored into 
another structure called an Agent. The Agent is the basic information used to 
describe visual events in the scenes: 
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where the index jd  is the temporal duration (in frames), of the object j, 0
jBlob  

is the first Blob of the object j, while 1j

j
dBlob −  is the last Blob of the object 

(before the object j leaves the scene). The set of centroids of each Agent is used 
to define the trajectory of the corresponding target.  
     Even if centroid tracking is very used in practical applications, the resulting 
description is very poor and unable to capture the nature of each visual event. 
This is why the Feature Extraction modules use the data of each Agent to 
evaluate: the shape, the centroid position, the speed changes, and the directional 
information of the corresponding target. These data are used to define the GT of 
the target itself. Be jT the GT corresponding to the j-th Agent, its formal 
definition is given by the following formula: 
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where j
if  denotes a feature vector comprising: the centroid position ( (0)j

if is 

the x coordinate while (1)j
if is the y coordinate), the instant speed ( (2)j

if  is 

the horizontal component while (3)j
if is the vertical component), and the 

dispersiveness (that is the Perimeter/Area ratio, (4)j
if ) of the i-th Blob of the 

Agent j. The feature vectors in jT  are normalized so that 5[0,1]j
if ∈ . The 

normalization avoids eventual bias due to the different range of values of the 
vector components. 

2.2 Instant positions and prototypes learning 

The ADS module uses the modified AVQ algorithm to approximate the spatial 
distribution of the trajectory points by clustering each group of nearby 
trajectories. During the clustering a suitable set of hyper-spheres is defined 
whose parameters (centre and radius) depend on the local density and 
arrangement of trajectory points. The centre of each hyper-sphere is called PS 
and the radius is called “Radius of Convergence”. When the trajectory of a 
certain target lies within the convergence region of some PSs, it can be 
considered typical. On the contrary, when the trajectory points are outside of the 
convergence region of all PSs, it can be considered anomalous. 

3 The AVQ algorithm 

To describe the typical behaviour of the objects that are moving in the scene, it is 
necessary to observe the scene for a certain time, and to extract a suitable 
description of their motion. To this end, the proposed system learns, as 
previously described, some PSs that approximate the pdf both of the IPs, and of 
the GTs. The two sets of calculated prototypes will be called, respectively: PSs 
and PTs. 

3.1 Normalization of the generalized trajectories  

The GTs, typically have different durations, since each target takes its own time 
to cross the field of view. This fact is a big problem for the original AVQ 
algorithm. In fact, the AVQ needs input vectors of the same length. To solve 
such problem a normalization step is introduced to grant the same length for each 
GT. The normalization is performed as follows: the whole GT is analyzed and 
for each component j

kf  the nearest PS is estimated by means of the following 
equation: 
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j
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j
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where 
iSp  represents the i-h PS. An Activation Function )(tai  is associated to 

each 
iSp , then the NT  is defined by concatenating the different values of the 

Activation Function of each PS, as follows: 
0 1 1{ ( ), ( ),..., ( )}j NPST a t a t a t−=    (5) 

The function )(tai  is updated, each time a new component of the GT is 
analyzed, according to the following formula:  

 )()1( tOta ii =+                 if )()( tatO ii >  

)()1( tata ii ⋅=+ γ             if )()( tatO ii ≤               (6) 

The index [ ]0,1γ ∈  is said Decadence Constant and represents the memory of 

each activation. The exit value )(tOi  is computed in the following way: 

MAX

S
j

k
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tO v

−
−= 1)(

     (7)
 

The distance MAXd  is the maximum distance observed during the learning 
phase. 
     The exit factor, )(tOi , guarantees that each vector component is in the 
interval [0,1], so each NT belongs to the Cartesian product of NPS real intervals 

[0,1], i.e. [ ]0,1 NPS
jT ∈ . The activation level of each PS preserves memory of 

the temporal evolution of each GT. 

3.2 Improvements to the AVQ algorithm 

The AVQ algorithm has been claimed to be effective and robust, nevertheless 
major operative difficulties have been noticed during practical experiments in 
real operative environments. In particular, in many cases the prototypes obtained 
by the classic AVQ algorithm, tend to lie in completely wrong places with 
respect to true trajectory points. 

3.2.1 Modified updating rule 
To solve the problem, we propose a modification of the original AVQ algorithm 
that changes the strategy used to update the decay factors. The original AVQ 
moves the Winning Prototype ( ( )vm t ) towards the Observed Vector ( ( )jX t ) 
according to the following formula: 

)]()()[()()1( tmtXttmtm vjvv −+=+ α
   (8)

 

The decay factor ( )tα  of the winning prototype has the following form: 
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where N is the maximum number of allowed iterations, and t is the current 
iteration number. By referring to a certain NT it is easy to verify that non null 
components are only present in those positions interested by movements. All the 
other positions (static areas in the scene) give rise to zero values. If the original 
AVQ formulation is used, all the components of the winning prototype are 
updated even if they relate to areas not affected by any target movement 
(components with zero value). As a consequence, the winning prototype tends to 
move towards erroneous zones. This is a major drawback of the AVQ algorithm 
when applied to target tracking in general environments. In the revised updating 
method we propose, the components of the PTs are updated only if they relate to 
non null components of the current trajectory. With this modification the results 
dramatically improve. 

3.2.2 Automatic definition of the number of prototypes 
Another problem intrinsic to the original AVQ algorithm, is the fixed number of 
Prototypes that must be specified a priori during the learning phase. Even if this 
is not a big problem in the case of PSs (the number is proportional to the image 
resolution), it turns out to be a major problem in the case of PTs. In fact, the 
number of PTs depends on the targets behaviour and cannot be predetermined. 
Again, this parameter is very important because if it is too large or too small, the 
learning process gives poor performances. The degradation is due to the very 
nature of the AVQ algorithm. When a too small number of prototypes are 
specified, they are not capable of distinguishing between trajectories when they 
intersect each other. This happens even if the targets follow different directions. 
The common span will be described by the same prototype without any 
discrimination. This is not acceptable for practical visual inspection applications, 
where we want to discriminate the spatio-temporal behaviour (that also involves 
the motion direction). To solve this problem it is necessary to automatically 
define the correct number of PTs. The proposed approach extends the original 
AVQ formulation by adding directional information obtained during the learning 
phase. For each NT, say NPS

jT ]1,0[∈  , we define a set of Generalized 

Directions, j
GD , as follows: 

},,{ j
U

j
M

j
I

j
G RDRD =     (10) 

where: 
• j

IR : represents the start region in the scene, where Trajectory j begins;   

• j
MD : is the mean direction of the Trajectory j in the scene;   

• j
UR : is the exit region in the scene where Trajectory j ends. 
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The Generalized Directions are pre-analyzed to define the number of different 
directions that can be detected in the environment currently monitored. This 
number is used to fix the amount of prototypes to be used by the AVQ algorithm 
during the subsequent learning steps. In this way the number of PTs 
automatically follows from the conformation of the currently analyzed scene. 

4 Anomaly detection 

The Anomaly Detection is performed by associating a Convergence Region (see 
paragraph 2.2) to each PS and PT during the learning phase. The Convergence 
Region is based on the Mean distance and Variance of the Prototype from the 
true target positions. For each component of the Observed Vectors iV , the 
nearest Prototype vp  is computed (during he learning phase) by an Euclidean 
metric: 

1
min

Vi i jj NP
V p V p

< <
− = −     (11) 

the Mean Distance from the winning prototype is updated by: 

1
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i v
jj

V
v

V p

N
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−
=

∑
     (12) 

The index vN  represents how many times the considered prototype is the 
winner. The Variance of the Mean Distance is computed by using the following 
formula: 

2

1 2( )

vN

i v
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V V
v

V p

N
σ µ=

−
= −

∑
    (13) 

The Mean Distance and the Variance of the Mean Distance are used to define the 
corresponding Convergence Region for each Prototype. The Convergence 
Region is a hyper-sphere centred in vp , with a radius of 3v vµ σ+ ⋅ . After 
each Convergence Region has been defined, the Anomaly Detection module 
analyzes the GT of each Agent and its NT. For each Object the IPs and the NT 
are analyzed. If the IP lie outside the Convergence Regions associated to the 
corresponding nearest prototypes, an Anomaly State is triggered. A similar 
process is used to verify the NT to decide if a Trajectory Anomaly State must be 
raised. The IPs are considered of primary importance, so if an Anomaly State is 
triggered, the NT analysis is skipped and a Global Alarm is given. 

5 Experimental results  

Currently the system runs in real-time (15 fps, standard CIF frames) under 
Windows 2000 operating system installed in a standard PC (AMD Duron 
1.3Ghz, 256Mb Ddr). The performance has been extensively analyzed in 
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different operating condition (both inside and outside environments). Figure 2, 
for example, shows the anomaly detection results related to an outdoor and to an 
indoor environment. The outdoor environment involves moving cars at the exit 
gate of an highway. A total number of 161 trajectories have been used during the 
learning phase. After the algorithm convergence, 10 PTs have been automatically 
identified. In the figure the car trajectories in green are considered as safe. In the 
bottom left image the car trajectory remains green until it reaches the gate ( the 
trajectory is normal, in fact), but turns red as soon as the car moves backward 
due to unknown reasons (the trajectory is now completely forbidden and very 
dangerous). The indoor environment relates to part of a shopping gallery. 
Typical trajectories are represented in green, while anomalous trajectories are 
represented in yellow or in red according to the gravity of the anomaly itself 
(evaluated by the system). 200 trajectories have been used during the Learning 
Phase by the modified AVQ Algorithm (1.000.000 iterations) giving 8 different 
PTs in a fully automatic way (no parameter adjustment). 
 

 

Figure 2: Real-time results obtained in indoor and outdoor environments. 

 
     It must be emphasized that the detection system works in complete autonomy: 
just decide the scene, start the learning and then begin the anomaly detection and 
logging. No parameters must be set. 

6 Conclusions 

The system presented in this paper faces the problem of real-time automatic 
detection of anomalous visual behaviours in complex, unstructured scenes. A 
low-level statistic approach has been used to automatically acquire the models of 
moving targets by simply watching at the scene for a certain time. The Learning 
uses a modification of the AVQ algorithm to make it applicable to real operative 
scenarios. A robust and stable behaviour has been obtained during the Detection 
Phase, due to the statistical basis of the proposed approach. Very good 
classifications have been produced without regards to the operative environment. 
The system has been implemented by means of standard PCs and TV cameras, 
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and has been tested in many real outdoor contexts at different times (night and 
day). It is capable of running in real-time (15 fps for each camera) on general 
purpose HW.  
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