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Abstract

Real time computer systems, already employed in several industrial fields, as far
as system management concerns, are today applied, thanks to their high
flexibility, reliability and compactness, also in the transport area, particularly in
life-critical applications, where electromechanical devices are state of the art.

In such applications safety and reliability must be the keywords of the
problem: safety to preserve human lives from dangerous events and reliability
to keep the system operational as far as possible.

One of the most flexible approaches is the statistical approach based on the
high modelling capabilities of Petri nets. In particular, the stochastic extension
of Petri nets is today, probably, the best modelling tool to perform safety and
reliability analysis of real time computer systems.

In this paper the authors present a safety and reliability analysis, based on a
Petri net model, of a life-critical system; a central apparatus for veichle routing
and peripheral management for a railway station traffic control, is modelled and
statistical results are presented.

1 Introduction

Modelling plays a fundamental role in performing a safety and reliability
analysis, which must provide information about the correctness of the choices
made during the design process. In particular, at each design phase, the
candidate design has to be analyzed to verify if the user's specifications are
fullfilled. Only after the verification process a lower level design phase may
start.
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256 Railway Operations

Therefore, safety and reliability analysis must be performed at several detail
levels; the more detailed will be the design the more refined will be the results.
The analysis presented in this paper regards the highest level design phase
where the candidate architecture is verified in order to validate the chice
preformed by the designer and to provide guidelines for the next design phases.
The authors present the application of the Petri nets modelling to an existing
system, the ACS (Apparato Centrale Statico), a centralized veichle routing
system for a railway station, utilized in Italian Railways [1], showing how to
perform dependability measures using Stochastic Petri nets solution tools.

2 The ACS architecture

In Figure 1 is shown the architecture of the ACS system, which is today under
a testing phase in some stations of Italian Railways [1]. The ACS can be
splitted into two main parts: the life-critical subsystem, composed of the Fail
Safe Nucleus (FSN), the Video Switching Unit, the Communication System
and the Peripheral Units (PU), and the non life-critical subsystem̂  composed of
the Diagnosys and Remote Control Unit (RDC).
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Figure 1: The ACS system architecture.

                                                             Transactions on the Built Environment vol 7, © 1994 WIT Press, www.witpress.com, ISSN 1743-3509 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                           
 
 
                                                                                  
 
                                                                      
 
                                                                                  
 
 
 
 
 
 

                            
                                                                                  
                                                                                  
                                                                                  
 
 

 
                                                                                                                                         
                                                        

 
                   

 
 
 



Railway Operations 257

The function of the RDC Unit is to inform operators on the status of the
system, to signal the occurrence of faults and consequently to request a repair
operation, to record the sequence of commands sent, by the operator to the
life-critical subsystem and to allow the user to poll the system for informations
on its operation. Two video terminals are available for the user and a spare unit
is present to substitute the active unit in case of failure.

The FSN is the most important and critical block of the ACS system and is
triple redundant. The FSN performs the following functions: it checks the
correctness of the command sequences sent by the operator, it prepares
commands for the PUs in order to accomplish the operator's requests, it
acquires the actual status of the PUs and sends them command signals and
finally it manages the Communication System for a fail safe data exchange
between the FSN itself and PUs

The user interface is composed by a Functional Keyboard, with triplicated
contacts for each key, to send commands to the FSN, a display to echo the
pressed keys, two Graphic Monitors on which a graphic representation of the
actual status of the station is displayed: both the monitors display the same
picture and are driven by one of the three units of the FSN. The Video
Switching Unit chooses the unit which has to drive the monitors.

Each PU has to control a peripheral device, such as a signal or a point, and
is double redundant. The data exchange beteween FSN and PUs is performed
on fiber optics redundant lines using a fail safe protocol.

The FSN is the target of the safety and reliability analysis which is going to
be performed. In the following paragraph the FSN architecture is described and
the safety and reliability Petri net models are built.

3 The Fail Safe Nucleus architecture

The solution adopted for the FSN is a Triple Modular Redundancy [2]
reconfigurable architecture. Each of the three FSN units is organized into two
subunits: the User Interface and Logic (UI&L) Unit and the Peripheral
Management (PM) Unit.

Each FSN unit dialogues with the other units to implement a 2 of 3 voting.
Some assumptions about the fault detection techniques utilized have now to be
made: a first reasonably assumption is that each of the UI&L units and of the
PM units performs diagnostic tests to detect hardware failures; a second
reasonably assumption is that each UI&L unit compares its outputs with the
outputs of the other UI&L units producing a voted output for the PM units and
allowing the detection of errors due to undetected faults [2]. Similar operations
are assumed to be performed by the PM units. The resulting FSN architecture,
characterized by a two level voting with triplicated voters, is shown in Figure 2.

A logical circuit named Exclusion Logic (EL) is able to perform a system
reconfiguration in case of detection of a fault in one of the three FSN units. The
fault detection can be performed either by the self diagnostic utilities embedded
in each subunit or by the comparison implemented in the voting operation.
When a fault is detected the EL disables the unit in which the fault has occured
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258 Railway Operations

and the system continues to operate as a Duplication With Comparison (DWC)
redundant system [2].

In this case the EL will perform a safe shut down of the system if a new
fault is detected in the DWC configuration. It has been assumed that the system
can be reconfigured, during DWC operation, to the TMR configuration after a
repair operation is performed on the faulty unit.

Figure 2: The Fail Safe Nucleus architecture.
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4 Faults and Errors Detection in FSN

Figure 3 and Figure 4 report two Stochastic Petri Nets (SPN) which model the
behaviour of the system when a fault occours in one of the six subunits which
compose the FSN. A fault free EL is assumed.
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Figure 3: TMR to DWC reconfiguration.
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coverage is assumed to be (^} DWC
perfect: in this way if a fault ŵ w\ 2^
goes undetected by the self ^ ^p
diagnostics, the resulting
error will be surely detected
by the comparison process. /^\

The SPN shown in -L^ \P
Figure 4, represents the safe | \
shut down process resulting
from the occurrence of a
fault when the system is in
the DWC configuration. The

SPN structure is the same of Figure 4: FSN safe shut down.
the net shown in Figure 3 and
similar considerations can be
made. The only difference between the two SPNs is related to the coefficient
which multiplies the failure rate of the single units: in the first case this
coefficient is equal to 3 because three units are operating in TMR
configuration, while in the second case the coefficient is equal to 2.

Because of the perfect fault coverage due to the perfect comparison
coverage assumed, it is possible to simplify the structure of the SPNs as shown
in the following paragraph.

5 Safety Model and Reliability Model of FSN

The complete SPN model of the FSN has to take into account both the
possibility of performing maintenance operations on the FSN faulty unit and the
eventuality of faults occurring in the EL circuits.

It is assumed that in case of an undetected fault in the EL, this unit doesn't
modify its output, so only the occurrence of a further fault in a FSN unit could
result in an unsafe failure.

It is also assumed that a maintenance operation requires a mean time to
repair (MTTR) equal to 1/ja hours, being u the repair rate of the system.

Safety and reliability models are lightly different: the difference consists on
the definition of the SPN absorbing markings, since in the reliability model the
absorbing marking will be that one in which the system fails, without reagrd to
nature of the failure, while in the safety model the absorbing marking will be
that one in which the system fails unsafely. For this reason in the safety model a
repair operation is assumed to be performed in the safe shut down status in
order to bring the system in the TMR configuration, while in the reliability
model both the safe and the unsafe failures collaps in one unique status.

Figure 5 and Figure 6 shows the reliability and the safety models of the
FSN unit respectively
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260 Railway Operations

TMR

EL ERROR (] EL ERROR

SYSTEM FAILURE

Figure 5: FSN reliability model.

SAFE SHUT DOWN

EL ERROR f EL ERROR

UNSAFE FAILURE

Figure 6: FSN safety model.

In the proposed representation, hollow boxes indicate timed transitions,
with an exponential distributed firing time, and firing rate defined by the
associated label, while thick bars represent immediate transitions with firing
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Railway Operations 261

probability defined by the associated label. Places and transitions are indeed
represented with the usual Petri Nets notation.

6 Dependability measures

Dependability measures are computed by means of Spnp Version 4.0, a
Stochastic Reward Nets solution tool. A Stochastic Reward Net [6] is a SPN in
which at each of the valid markings, is associated an index named reward rate.
For a generic valid marking /', a reward rate r, is defined and, assuming Pi ft) to
be the probability that the marking / is verified at time f, it is possible to define a
stochastic process X(t) which denotes the system reward rate at time /. The
following measures are then possible [4] :

] = Z^ (1)
where E[X(i)] is the expected reward rate at time t;

where E[X(o6)] is the expected reward rate at steady state, being %, the steady
state probability of being in marking /; and

<It (3)

where E[Y(i)] is the expected accumulated reward rate up to time t.
The reward model of a system is useful for both performability and

dependability measures. The analytical solver Spnp is able to provide the above
mentioned measures by solving the underlying Markov Reward Process of the
Stochastic Reward Net model of the system under analysis, allowing the user to
perform both transient and steady state analysis.

Dependabilty is a term which groups reliability, availability and safety
concepts; reliabilty R(t), defined as the conditional probability that the system is
correctly operating at time f given that it was operational at time 0, and safety
Sft), defined as the probabilty that there is no unsafe failure until time /, are the
measures performed in this paper on the FSN unit of the ACS system.

Steady state measures have been also performed, in particular Mean Time
to Failure (MTTF), defined as

M77F =#(/).<& (4)
0

and Mean Time Between Hazardous Events (MTBHE) [3], defined as

<& (5)

have been performed by using the Spnp utility which allows to compute Mean
Time to Absorption (MTTA) when a steady state analysis is required.
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262 Railway Operations

The computation of R(t) and S(t) has been possible by defining a reward
rate equal to 1 only for the unique absorbing marking, respectively in the
reliability and the safety SPN model, and 0 otherwise, obtaining in this way the
values ofJ-R(t) and l-S(t).

7 Results

Figure 7 and Figure 8 show respectively the results of the reliability and of the
safety analysis.

In Figures from 7a through 7c the results of the reliability transient analysis
are shown; in all the tests the EL failure rate 1^ is assumed to be constant and
equal to 5 10-7 faults/hour.

The diagram in Figure 7a represents the reliability R(t) versus time t for
values of \JI&L~̂ PM varying from 1(M through 10"-* faults/hour. No repair
operation (|i=0) is considered in the DWC configuration.

In Figure 7b, is shown the same R(t) versus t diagram considering a repair
operation from the DWC configuration to the TMR configuration, with a repair
rate ja equal to 1(H repairs/hour.

A third R(t) versus / diagram is shown in Figure 7c, in which is assumed a
constant value for ̂JI&L̂ PM> equal to 5-l(H faults/hour, while the represented
curves are computed for values of \JL varying from 5 10"̂  through 5-l(H
repairs/hour.

The diagram in Figure 7d represents the results of the steady state
reliability analysis; the picture show the MTTF versus the UI&L and PM failure
rate -̂UI&L̂ P̂M diagram for different values of the repair rate JLI varying
between 5 10-2 %nd 10'* repairs/hour.

0.5

a)
0 0.5 1 1.5 2

Time [h] x10*

b)

C)

H=0.05

0 0.5 1 1.5 2
Time [hi * 1 0*

d)
0.5
[failures/h]

Figure 7: Reliability analysis results.
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Railway Operations 263

Figures 8a and 8b represent the safety transient analysis results; constant

values for the UI&L and PM failure rate VJI&L~̂ PM &nd for the repair rate |i
are assumed to be equal respectively to 10^ faults/hour and to 1(H
repairs/hour.

Figure 8a shows the S(t) versus t diagram for values of the EL failure rate
^EL varying from 10^ through 10^ faults/hour and for a diagnostic fault
coverage C equal to 0, while Figure 8b reprents the same diagram but assuming
a contant value for X^ equal to 5-10^ faults/hour and a diagnostic fault
coverage C varying between 0. 1 and 0.9.

Finally, in Figure 8c the steady state safety analysis results are shown. The
MTBHE versus X^ diagram is represented for different values of the diagnostic
fault coverage C varying between 0 and 0.8.

ngt-

b)

Figure 8: Safety analysis results.

c)

Conclusions

The obtained results are related to parameters, such as failure rates and fault
coverages, which are not the real values of the existing ACS system, but only
reasonably values for such kind of devices.

In fact, during high level phases of the design process, an accurate
knowledge of such parameters is impossible, because the detail of the design is
still too low. For this reason analytic models of reliability and safety are
considered only a means for investigate on what the designer has to do to
better fit design specification, as far as dependability concerns.

The results presented in this paper suit these consideration showing how
dependability measures are affected by chnges made on the key parametes, such
as failure rates, fault coverages and repair rates. In particular, the results show
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264 Railway Operations

as a considerable improvement in safety could be obtained with a high fault
coverage for the Exclusion Logic circuits, which failure rate is neverthless
higher than that of the other FSN subsystems. Similar considerations can be
made on the reliability measure, which can be kept high if a repair is performed,
in a rather short time, in the DWC configuration.

Furthermore, because of the particular structure of the system, and
therefore of its SPN model, it must be noted that safety and reliability could be
adjusted independently by tuning respectively the EL and the FSN computing
subunits (UI&L and PM units) failure rates.

Such considerations could constituite useful guidelines for the lower level
phases of the design process, indicating on which parametrs the desiger has to
act and how to do this.
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