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Abstract

While the knowledge of human operators and stakeholders is becoming more and 
more sector specifi c, infrastructures are becoming more and more interoperable 
and interdependent. Hence representing the behavior and the characteristics of 
such a scenario is a mandatory task, in order to assess the risk of multiple disrup-
tions and domino effects, and in order to provide adequate policies and coun-
termeasures to react to structural vulnerabilities, failures, or even intentional 
attacks. In the literature many approaches have been proposed; holistic methods 
consider infrastructures with an high level of abstraction, while topological 
frameworks consider the interaction of multiple homogeneous subsystems. 
Nevertheless, simulative approaches are focused on a detailed representation of 
isolated subsystems or agents, evaluating their interaction by means of simula-
tion platforms. Finally multilayer methodologies consider interconnected agents 
according to multiple levels of abstraction or perspectives.

Keywords: Critical Infrastructures, Interdependency Modeling, System of 
Systems

1 Introduction

The representation of interdependency is a fundamental task for the comprehen-
sion of the relations that exist between infrastructures and subsystems, in order 
to quantify threats, identify structural vulnerabilities, and defi ne adequate coun-
termeasures, policies, and strategies. This is the goal of the so-called Critical 
Infrastructure Protection (CIP) strategies developed by several governments and 
international organizations [1].

Indeed infrastructures are becoming so relevant to be critical for the wel-
fare, economy, and security of any developed countries; in fact any disruption 
or failure in these complex systems “would have a serious impact on the health, 
safety, security or economic well-being of Citizens or the effective functioning 
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40 CRITICAL INFRASTRUCTURE SECURITY

of governments” [2]. However, while modeling and simulation techniques 
are well-established for the single infrastructure, the representation of highly 
coupled and interdependent infrastructures is still immature.

In recent years infrastructures have reached an high degree of interoperability, 
mainly due to the pervasiveness of Information and Communications Technolo-
gies (ICT) in fact cyber inter-dependency potentially couples an infrastructure 
with every other one, in spite of their nature, type, or geographical location [3]. 
Moreover, because of the huge growth of the complexity of each infrastructure, 
the skills of technicians, operators, and stakeholders are becoming more and 
more sector specifi c. Therefore, while it is often possible to retrieve exhaustive 
information about the behavior of any single infrastructure and its elements, 
cross-infrastructure inter-dependencies are often implicit, hidden or neither well 
understood by the same stakeholders.

In this chapter the state of the art in the representation, analysis, and simula-
tion of interdependent critical infrastructures is reviewed. The chapter is organ-
ized as follows: After a preliminary overview of interdependency modeling and 
simulation (Section 2), Holistic modeling approaches are described in Section 3; 
Section 4 reviews topological analysis, both from the structural (Section 4.1) 
and functional (Section 4.2) points of view; simulative frameworks are depicted 
in Section 5, further describing Agent-Based (Section 5.1) and Multilayer 
(Section 5.2) methodologies; fi nally some conclusive remarks are collected in 
Section 6.

2 Interdependency modeling

In order to review the state of the art of interdependency modeling and simula-
tion techniques, there is the need to provide some initial defi nitions.

The inoperability of an infrastructure or subsystem is the inability to per-
form its intended function. A failure is a negative event that infl uences the inop-
erability of infrastructures and subsystems; a failure can also be propagated or 
propagate its effects, according to specifi c concepts of proximity. An infrastruc-
ture or subsystem A is dependent on another infrastructure or subsystem B when 
a degradation of B, that is, an increment of its level of inoperability, induces a 
degradation into A [4]. Obviously, A and B are interdependent if they are mutu-
ally dependent.

These defi nitions are very general and, besides including evident and direct 
dependencies, embrace more complex behaviors, such as amplifi cations, domino 
effects, and loops.

Indeed, in highly interdependent scenarios, a degradation in one infrastruc-
ture or subsystem may generate consequences on the others, which are not easy 
to represent. For instance, a failure in a given infrastructure may induce deg-
radations into another one; this may induce some further degradation into the 
fi rst infrastructure, exacerbating the original problem, and so on. Another rel-
evant example is indirect (inter)dependency; in this case two infrastructures or 

CH003.indd   40CH003.indd   40 11/4/2011   4:27:30 PM11/4/2011   4:27:30 PM

 
 www.witpress.com, ISSN 1755-8336 (on-line) 
WIT Transactions on State of the Art in Science and Engineering, Vol 54, © 201  WIT Press2



MODELING AND SIMULATION OF CRITICAL INFRASTRUCTURES 41

subsystems may be (inter)dependent even if they do not directly interact, that is, 
when their interaction is mediated by means of a chain of (inter)dependencies.

In the literature many approaches have been proposed to address the problem 
of interdependent critical infrastructures; these methods are, typically, adopted 
in order to perform “what if?” analyzes and ex-post simulations, with the aim to 
understand structural vulnerabilities, to asses and mitigate the risk of domino 
effects and multiple disruptions, and to provide a support to decision makers. 
In [3], the authors emphasize how dependency and interdependency should be 
analyzed with respect to different dimensions. In particular they catalog depend-
encies into four, not mutually exclusive, classes:

Physical dependency: Two infrastructures are physically dependent if the opera-
tions of one infrastructure depend on the physical output of the other.
Cyber dependency: An infrastructure presents a cyber dependency if its 
state depends on information transmitted by means of the information 
infrastructure.
Geographical dependency: A geographic dependency occurs when elements of 
multiple infrastructures are in close spatial proximity. In this case, particular 
events, such as an explosion or a fi re in an element of an infrastructure, may 
create a failure in one or more near infrastructures.
Logical dependency: Two infrastructures are logically dependent if their depend-
ency is generated via control, regulatory, or other mechanisms that cannot be 
considered physical, geographical, or cyber.

The above categories have been further enriched in [5] by explicitly consid-
ering also the following:

Sociological dependency: An infrastructure shows a sociological dependency 
when its operativeness is affected by the spreading of “disorder” related to human 
activities, that is, the emerge and diffusion of collective behaviors that have 
some negative impact on the capability of the infrastructure to correctly work.

The representation of human behavior within models is a challenging yet man-
datory task. In fact the ability to take into account malicious behaviors, lack of 
coordination and cooperation among human operators, and sociological interac-
tions and dynamics (such as strikes or the spread of an epidemy) will tremen-
dously enrich the predictive ability of models. In [6], it is emphasized that, to 
correctly understand the behavior of interdependent infrastructures, it is manda-
tory to adopt a three-layered perspective:

Physical layer: the physical component of the infrastructure, for example, the 
grid for the electrical network;
Cyber layer: hardware and software components of the system devoted to con-
trol and manage the infrastructure, for example, Supervisory Control and Data 
Acquisition (SCADA) and Distributed Control System (DCS);
Organizational layer: procedures and functions used to defi ne activities of 
human operators and to support cooperation among infrastructures.
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42 CRITICAL INFRASTRUCTURE SECURITY

Notice that a similar kind of decomposition was used also to analyze the 2003 
blackout in the United States and Canada [7]. Most of existing methodologies 
can be referred as Holistic, since each infrastructure is represented as a unique, 
monolithic entity. Among the others, the Input–Output Inoperability Model 
(IIM) [8] gained large attention. Within this class of models, however, the inter-
actions between different infrastructures are modeled with an high level of 
abstraction, while the behavior of subsystems is masked. Such an high level of 
abstraction (and simplifi cation) does not take into account the structure and the 
geographical extension of the infrastructures. Considering each infrastructure 
as an atomic entity represents a very crude simplifi cation that does not take into 
account its geographical extension and its structure. There is, therefore, the need 
to adopt bottom-up approaches, as largely done when dealing with scarce or ill-
defi ned macro-scale information, like in the fi eld of bio-complexity.

Following the bottom-up philosophy, each infrastructure can be decomposed 
into a set of elementary interconnected components, taking into account both intra-
infrastructure and cross-infrastructure dependencies and interdependencies. In 
order to obtain more insight on the behavior of interdependent infrastructures, a 
fi rst step is to represent them as complex networks composed of similar basic ele-
ments (i.e., a network of distributed and interconnected generators may represent an 
electrical infrastructure), inspecting emerging behaviors generated by the intercon-
nection of such elements [9,10,11,12]. The assumption of homogeneity, however, 
limits the applicability of these methodologies, since in real cases infrastructures 
are composed of highly heterogeneous subsystems; moreover, topological methods 
typically limit their scope to the geographical interaction of subsystems.

A step further is done by adopting Simulative perspective, focusing on a 
sophisticated representation of the isolated behavior of subsystems and then 
considering their interaction by means of simulation platforms and tools. Within 
this latter category, the most diffused is the Agent-Based approach [13,14], 
where infrastructures are decomposed into a set of interacting software agents, 
each with a dynamic and with heterogeneous level of abstraction.

In order to enhance the comprehension of highly interdependent scenarios, 
in [15,16], the agent-based perspective was further enriched, considering, at the 
same time, multiple and partly overlapping representations of the scenario (i.e., 
physical, functional, and global representations).

3 Holistic approaches

Holistic approaches (See Figure 1) are, generally speaking, very abstract, sim-
plifi ed, and strategic oriented. These frameworks can be setup quite easily; even 
if several important aspects are neglected (e.g., the geographical dispersion that 
characterize several infrastructures), they have the merit to be compact and 
understandable; moreover, these methods allow to represent several interde-
pendent infrastructures at the same time, even if all the interaction is generally 
reduced to an abstract parameter, the inoperability.
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MODELING AND SIMULATION OF CRITICAL INFRASTRUCTURES 43

Among the others the IIM model [8] and its further evolutions (for instance, 
the Dynamic Input–Output Model (D-IIM) [17], which considers the dynamic 
of the system, until an equilibrium is reached, or the Multi-Regional IIM Model 
(MR-IIM) [18], which allows to represent multi-sectoral and multiregional eco-
nomic interdependencies) are widely diffused.

The main objective of the IIM model, introduced in [8,17] as an application 
of the economic theories of the Nobel Prize winner Wassily Leontief [19], is 
to represent within a simple framework the global effects of negative events in 
scenarios composed of highly interdependent infrastructures.

With a high level of approximation, the approach assumes that each infra-
structure is modeled as an atomic entity, whose level of operability depends 
on the availability of resources supplied by the other infrastructures. Then, an 
event (e.g., a failure) that reduces the operational capability of the i-th infra-
structure may induce degradation also in the other infrastructures that require 
goods or services produced by the i-th one. These degradations may be further 
propagated to other infrastructures (cascade effect) and even exacerbate the sit-
uation of the i-th one due to the presence of feedback loops.

The model, based on economic data, analyzes how the effects of natural out-
ages or terroristic attacks in one infrastructure may affect the others, highlight-
ing cascading effects and intrinsic vulnerabilities. The main assumption, for this 
approach, is that “two companies with a large amount of economic interaction 
will have a similarly large amount of physical interdependency” [17].

The estimation of such interaction has been addressed in many different 
ways; however, the most diffused and reliable data sources (for the United States) 
are the Bureau of Economic Analysis (BEA) database of national Input–Output 
(I-O) accounts and the Regional Input–Output Multiplier System (RIMS II).

The BEA database provides a series of tables depicting the production and 
consumption of commodities (goods and resources) by various sectors in the 

Figure 1:  Holistic approaches. Within this framework infrastructures are consid-
ered as a whole, focusing on their high-level interaction.
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44 CRITICAL INFRASTRUCTURE SECURITY

U.S. economy. These data are then combined to calculate the Leontief technical 
coeffi cients, which are used within the IIM framework.

In the original Leontief model, each industry is assumed to produce a single 
commodity; since this assumption is not realistic, the BEA considers different com-
modities for each industry and provides two different data matrices: the industry 
by commodity and the commodity by industry matrices [20]. These matrices, often 
referred as make and use, have to be composed to derive the I-O matrix [17,21].

Mathematically, IIM describes these phenomena on the basis of the level 
of inoperability associated to each infrastructure. The inoperability of the i-th 
infrastructure, at each time instant k, is represented by the variable xi ∈ [0,1], 
where xi � 0 means that the infrastructure is fully operative, while xi � 1 stands 
for complete inoperability. In a very general formulation, IIM model can be 
written as follows:

 x(k � 1) � Ax(k) � c, (1)

where x and c are the vectors composed, respectively, by the level of inoperabil-
ity and by the external failure and A is the infl uence matrix, that is, the matrix 
of the technical coeffi cient of Leontief. The element aij of this matrix represents 
the fraction of inoperability transmitted by the j-th infrastructure to the i-th one 
or, in other terms, how much the inoperability of the j-th infrastructure infl u-
ences the i-th infrastructure.

Although the IIM framework is very compact and elegant, and is able to 
model cascading effects, its high degree of abstraction does not allow to perform 
accurate analyzes on the real nature of dependencies; in fact such an approach 
considers only relations that involve whole infrastructures, while it is impossi-
ble to understand and represent the contribution of each subsystem. This latter 
aspect is fundamental, in order to address the huge complexity of geographi-
cally dispersed systems.

Moreover, the economic origin of IIM model represents a structural limitation: 
In fact, even if use/make matrices are considered, taking into account the pro-
duction and consumption of multiple commodities for each infrastructure, only 
the economic value of such commodities is typically available. Although some 
attempts have been proposed to decompose infrastructures with a fi ner grain per-
spective and relate the Leontief coeffi cients to components or subsystems [13], it 
is diffi cult to retrieve exact quantitative data required to setup the model. In fact, 
IIM models are typically based on macro-economic data, which cannot be easily 
decomposed. An alternative, then, is to represent interdependency according to 
the sector-specifi c knowledge of operators, technicians, and stakeholders.

Anyhow, since each stakeholder has a limited knowledge of the interaction 
phenomena that may cross the boundary of the single infrastructure, there is the 
need to involve the different stakeholders and interact with them in order to cor-
relate, compare, and encode their sector-specifi c knowledge. An attempt in such 
a direction has been done in [22], where IIM coeffi cients have been assessed 
by means of specifi c questionnaires and technical interviews. Another effective 
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MODELING AND SIMULATION OF CRITICAL INFRASTRUCTURES 45

approach, introduced in [14] is the Agent-Based IIM Model (AB-IIM), where the 
production, consumption, and transmission of resources at low level was consid-
ered, providing interdependency matrices with a physical meaning.

4 Critical Infrastructures as Complex Systems

In the past century, the scientifi c community has been more and more devoted 
to decompose and analyze reality, assuming that complexity would be easily 
reduced if every elementary subsystem was perfectly known. Unfortunately, 
this will never happen; in fact, according to Aristotle’s Metaphysics, “The whole 
is more than the sum of its parts.” Indeed in many fi elds complexity arises when 
the interaction between elementary parts is considered. A Complex System, 
then, is a system composed of interconnected parts that as a whole exhibit one 
or more properties not obvious from the properties of the individual parts [23]. 
This characteristic is called emergence. Consider, for instance, the human brain, 
which is composed of a huge set of heavily interconnected neurons, or the eco-
system, whose behavior cannot be fully explained by considering only the iso-
lated behavior of animals and plants.

Indeed, critical infrastructures show a number of structural and “behavio-
ral” features that cannot be explained by considering isolated infrastructures 
or subsystems; such properties have been widely investigated in the past years 
[24,25,26,27,28]. The promise of these efforts is to unveil relevant insights on 
growth mechanisms, causes of vulnerability, dynamic behavior under perturbation, 
onset of emerging phenomena, and so on, even neglecting some peculiar 
characteristics.

According to the recent developments there are two aspects that, if properly 
analyzed, may allow to gain relevant insights on critical infrastructures:

the study of topological properties of the graph representing the infrastructure and
the study of functional, emerging behaviors and properties that arise when the dif-
ferent subsystem are considered as dynamically coupled systems, (See Figure 2) 
relying on some functional model able to reproduce the dynamic process (mainly 
transport of some entity, like electricity, data, vehicles, etc.) taking place on 
them.

4.1 Topological analysis

Topological analysis of critical infrastructures received a renewed interest after 
the pioneering works of Strogartz and Barabasi [9,10]. In these studies, they 
emphasized that many technological, social, and biological networks may evolve 
without any central authority, nevertheless showing peculiar structural patterns 
like small world and scale free, with immediate consequences on many proper-
ties and characteristics of the corresponding infrastructures.

Specifi cally, it has been shown that scale-free models, with few hubs (i.e., nodes 
with a high number of connections) and a poorly connected peripheries, show good 
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46 CRITICAL INFRASTRUCTURE SECURITY

resilience against accidental (or random) failures but are prone to deliberate attacks 
[29]. At the same time, the small-world property, which implies low average path 
lengths with respect to the number of nodes in the network, can lead to a very fast 
propagation of pandemic events, carried out by viruses, failures, or ill-services.

These approaches, in their most simple formulation, assume that each infra-
structure is composed of a set of identical elements (generally represented as 
nodes on a graph) and infer dependencies analysis assuming some sort of rela-
tionship existing among nodes belonging to different networks [12,30,31].

Within this framework the degree of interdependency is generally assessed 
by taking into account structural properties of the overall graph (e.g., connectiv-
ity, betweennes, minimal path length, etc.), either in normal or critical condi-
tions (i.e., after the disruption of some nodes or edges) [25]. These approaches, 
therefore, operate with an ON/OFF assumption, that is, each node either is fully 
working or it is completely out of work.

Topological analysis is quite easy to setup, since only the topologies of the 
different infrastructures considered are required.

However, although this approach is very effective in the case of two infra-
structures characterized by a single predominant dependency mechanism (e.g., 
physical), the generalization to multiple infrastructures and dependency mecha-
nisms is absolutely not straightforward.

Indeed these methods assume physical couplings as the primary source of 
interdependency while, especially for highly technological and automated infra-
structures, cyber dependency is not considered.

Moreover, it is worth to notice that large technological infrastructures do not often 
show a clear “scale-free” structure, especially due to technological constraints 

Figure 2:  Topological approaches. Within this framework infrastructures are con-
sidered as networks composed of homogeneous elements, inspecting 
their topological properties (i.e., their resilience to node removal) or their 
functional behavior (i.e., the effect of node removal on the power fl ow).
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that limit the growth of node’s degrees [32]. As a consequence, results about 
robustness and resilience, based on the assumption of pure scale-freeness, 
cannot be directly applied in many technological contexts, leaving the issues 
related to structural vulnerability to be differently evaluated on each case [25].

Finally, in several cases, for example, for telecommunication network, topo-
logic analyses are unsatisfactory because the static properties of the network do 
not have immediate consequences on its capability to provide the intended serv-
ices (i.e., because of the presence of buffers, batteries, and multiple paths).

To overcome the above issues, it has been suggested to consider also network 
dynamics, and to this end they superimpose to the topological structure some 
form of fl ux dynamic models [33].

4.2 Functional analysis

Unlike the structural analysis, functional analysis of Critical Infrastructure is 
an hard task. Besides the intrinsic complexity of the topic, that is due to the lack 
of accurate and complete functional data of the infrastructures, often treated as 
confi dential and classifi ed by the stakeholders.

Even if in the literature there are several studies devoted to the functional 
analysis of a single infrastructure, only recently some studies about coupled 
infrastructures have appeared. The results reported in the literature emphasize 
how structural and functional vulnerability are substantially blandly corre-
lated concepts that capture different properties, that is, two networks should be 
strongly coupled from the structural point of view, and in the same time lightly 
coupled when considering the functional properties and vice versa. Unfortu-
nately, there are no fi nal indications able to emphasize which one of these prop-
erties is the most relevant to explain those apparent incoherences.

In order to overcome such limitations, some simplifying hypothesis are 
generally assumed, enabling the development of “simpler” functional models, 
still able to capture the basic features of the networks but disregarding the most 
complex effects related to the exact technological implementations.

Then, the main aim of functional analysis is to evaluate the effects on the 
fl ows existing on the different networks and induced by simple topological per-
turbations. However, in order to perform a functional vulnerability assessment 
it is not suffi cient to acquire information about the topological structure of the 
network, but there is also the need to model the characteristics of the fl uxes and 
their specifi c parameters. This introduces several degrees of freedom into the 
model that may drive to erroneous conclusions.

Kurant and Thiran [34] have analyzed a system composed of several homo-
genous networks (i.e., of similar nature) interacting by exchanging loads, 
while in [35] there is an attempt in the direction of studying heterogeneous 
inter-dependent networks (i.e., formed by infrastructures of different nature), 
showing that the coupling makes the system more susceptible to large failure. 
A similar result has been reported in [30] where statistical mechanics and mean 
fi eld theory are used to extrapolate steady state solutions in response to removal 
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of a fraction of nodes. In [36] there is an attempt to formalize the interdepend-
ent dynamics among several heterogeneous infrastructures. In this framework, 
a metric for the level of functionality of an infrastructure is given by the sum 
of the functionality of the infrastructure components divided by the number 
of components. This approach has been used in [31] to analyze the intercon-
nection of electric grid and telephony network: To investigate the effect, on the 
telephony network, of removing from the power distribution network one or 
two nodes, they introduce as metric the remaining fraction of functional tele-
communication nodes. A similar formalism has been proposed in [37] where 
fi ve types of infrastructure interdependencies are presented and incorporated 
into a network fl ow framework and tested with reference to the lower Manhattan 
region of New York. In [11,33] the interconnection properties of an electric 
grid and a Telecommunications (TLC) network that mimic the Italian situation 
are studied, relying on the DC Power Flow Model [38] to represent the electric 
power fl ow and considering also the packet routing in the TLC network. It has 
been shown that the cut of one or more links induces a change of the power 
fl ow distributions over the network. However, exploiting this simple model, it 
results that, for several different cuts, a solution is inhibited by the physical 
constraints imposed by the model itself. In other terms, due to overload con-
ditions or unbalancing situations, the electric grid is no longer able to supply 
energy, implying the presence of possible blackouts if any corrective action is 
taken. Such a kind of dramatic consequences do not comply with the real data 
(and the common sense). Indeed, in order to prevent such catastrophic condi-
tions, the operators of the electric networks continuously perform corrective 
and adjustment actions to limit the insurgence of blackouts. Hence, in order 
to take into account such mechanisms of self-tuning, there is the need to con-
sider also some re-dispatching strategies that, miming the typical policies 
adopted by electrical operators, enable to modulate produced and dispatched 
powers [11].

The key aspect of such methods, therefore, is that complex behaviors in 
highly interdependent scenarios can be evaluated by focusing on the interaction 
among sets of simple and well-known elementary components; the true weak 
point, however, is that only homogeneous subsystems are typically considered 
while, in real scenarios, infrastructures are composed of highly heterogeneous 
subsystems, each characterized by a particular behavior. Moreover, it is not easy 
to extend such methodologies in order to consider the interaction among multi-
ple and heterogeneous infrastructures.

5 Simulative approaches

In order to overcome the limitations of a mere topological framework, simulative 
approaches are introduced as methods focused on the analysis of the dynamic 
of each single component; then, the interdependency existing among the 
infrastructures is evaluated considering the interaction among such subsystems 
(See Figure 3).
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Generally, these approaches are quantitative in nature and operative oriented. 
In fact, it is possible to consider a continuous level of degradation in the compo-
nent functionalities and the concurrent presence of several types of phenomena 
(like the absence of resources, external failures, and internal dynamics).

Simulative approaches, therefore, are mainly devoted to provide an answer 
to the following questions:

What are the consequences of attacks, failures, incidents, and natural disasters 
on the different infrastructures existing in a given area in terms of national secu-
rity, economic impact, public health, and conduct of government?
The failure of which elements, once affected by failures, have the largest impact 
in the areas, taking into account both direct consequences and those induced by 
domino effects?

These methods, then, exploit the power of simulation platforms in order to 
estimate the impact of a given failure into a scenario composed by several hetero-
geneous and interdependent infrastructures (see, among the others [39,40,41]).

In order to deploy a simulation scenario, the researchers have to acquire/defi ne:

the internal model of each single component of the different infrastructures;
the intra-dependency model, that is, how components interact inside each single 
infrastructure; and
the interdependency model, that is, how components belonging to different 
infrastructures interact.

�

�

�

�

�

Figure 3:  Simulative agent-based approaches. Infrastructures are decomposed 
into a set of software agents or entities, focusing on their behaviors; 
then the interconnection among these entities is considered, taking into 
account both intra-domain and inter-domain dependencies.
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A variety of simulation have been developed in these years to analyze the 
operational aspects of individual infrastructures (e.g., load fl ow and stabil-
ity programs for electric power networks, connectivity and hydraulic analyzes 
for pipeline systems, traffi c management models for transportation networks). 
In addition, simulation frameworks that allow the coupling of multiple, inter-
dependent infrastructures are beginning to emerge [39,40,41,42]. The Idaho 
National Lab conducts an interesting overview of the different approaches and 
tools used for the modeling and the simulation of interdependent infrastructures 
[39]. Another useful review about simulation tools is those performed inside the 
Design of an Interoperable European Federated Simulation Network (DIESIS) 
project [43].

Unfortunately, the set up of such simulators is a hard challenge; in fact a 
huge amount of detailed data is required to tune the models, and often, subjec-
tive hypothesis are introduced by the modelers, infl uencing the correctness of 
the solutions.

One of the most promising patterns for the analysis of the interdependen-
cies between complex networks is the agent-based paradigm [44]. The funda-
mental idea that drives these models is that the complex behavior is the fruit of 
the interactions between autonomous and elementary individuals, which operate 
on the basis of simple rules, and that interacting together makes the collective 
behavior of the system emerge.

Nevertheless, in order to provide more insight on the overall System of 
Systems, Multilayer approaches have recently been introduced [15,16,45] as 
an extension of the agent-based paradigm able to consider, at the same time, 
multiple and partly overlapping representations of the same scenario, in 
order to capture the most important behaviors and dynamics from different 
perspectives.

5.1 Agent-based approaches

Within the agent-based framework, the behavior of an interdependent infra-
structure is analyzable by resorting to a bottom-up approach, which models the 
whole system starting from the (local) behavioral knowledge of single com-
ponents and then taking into account the interaction among these subsystems. 
Infrastructures, then, are decomposed into a set of interconnected software 
agents or entities [44].

A good example of such simulators is EPOCHS [40], which is designed to 
analyze interactions between the electric grid and telecommunications net-
works. Another example is SimCIP, which is being developed under the IRRIIS 
Project [42].

The most challenging issue is how to encode different, vague, and often 
contradictory information sources; a probabilistic approach seems not feasible, 
since here information is vague and linguistic, rather than stochastic.

In order to overcome these limitations, in [41] the Critical Infrastructure 
Simulation by Interdependent Agents (CISIA) simulator was introduced, as an 
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agent-based framework where the behavior of entities and their interaction are 
modeled by means to fuzzy logic and fuzzy inference. Figure 4 represents the 
detail of an entity; within this framework the exchange of different classes of 
resources and failures is explicitly modeled. Besides computing the operative 
level, the behavior of each entity can be infl uenced by internal failures; moreo-
ver, the severity of failures can be infl uenced by the operational conditions of the 
entity and by the presence of recovery/restoration mechanisms.

Within such an approach, the exchange of resources and the spread of fail-
ures were represented, also taking into account the delays and dissipations due to 
the transportation of resources and failures and peculiar internal dynamics of the 
different agents. This approach has been successfully tested on a realistic sce-
nario on a regional scale, composed of 233 entities belonging to 7 infrastructures 
and exchanging 43 quantities (of which 13 failures) by means of 13 networks for 
a total of about 844 links.

5.2 Multilayer approaches

As exposed above, limiting the scope to the interaction among subsystems may 
lead to crude approximations [6], in fact, besides being a set of interconnected 
components, an infrastructure is characterized by emerging functional behav-
iors and is greatly infl uenced by human behavior and sociological phenomena. 
When dealing with complex, highly interdependent scenarios, a single perspec-
tive may be reductive, as stressed in [46].

An effective approach, then, is to take into account multiple representations 
of the same reality, each devoted to highlight a particular class of phenomena.

Input 
resources

Operative 
Level

Computation

Internal
Failure

Dynamic

Resource
Production

Recovery 
Dynamic

Output 
resources

Output 
failures

Input 
failures

Figure 4:  Detail of an entity within CISIA framework. The whole model is com-
posed of n entities belonging to N different infrastructures, which 
exchange m different types of resources and p different typologies of 
failures, belonging to M and P networks, respectively; each of these 
networks is used to take into account a specifi c concept of proximity.
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In [15], critical infrastructures are represented according to three hierarchi-
cal layers:

Micro-level: represents the physical components that constitute the functional 
elements of an infrastructures (i.e., electrical equipments, gas valves, etc.),
Meso-level: represents an infrastructure network at the system level (i.e., net-
work nodes and links, power generators and loads, etc.),
Macro-level: represents the territory or zone that depend on the service provide 
by the infrastructure.

Within this framework, each level is considered as a nested subsystem, 
which can be analyzed independently. Moreover, the propagation of effects is 
assumed to spread from the micro- to the macro-level, neglecting downstream 
consequences and focusing on the effect of outages and failures on higher levels.

A more sophisticated approach is the Mixed Holistic–Reductionistic (MHR) 
framework, introduced in [45] and refi ned in [16], where three not mutually 
exclusive layers were considered:

Reductionistic layer: Infrastructures are decomposed, following the agent-based 
perspective, into a set of interrelated subsystems. Physical behaviors and dynam-
ics are encoded at this level. Moreover, it is possible to represent the spreading 
of failures with a physical meaning (i.e., a fi re blast).
Service layer: Infrastructures are decomposed according to a functional per-
spective, considering entities able to provide aggregate resources or services. 
At this level, it is possible to represent infrastructure functionalities provided to 
the fi nal customers (i.e., [GSM], VoIp services) or consider intermediate serv-
ices and behaviors required for the correct operativeness of the same or differ-
ent infrastructures (i.e., power network reconfi guration, message dispatching, 
etc.). At this level, it is possible to represent higher level failures (i.e., computer 
viruses, sociological failures), which are not easy to represent at lower level.
Holistic layer: Analogously to IIM model, at this level the global interaction 
among infrastructures is analyzed. At this level, it is possible to model complex 
phenomena, for example, a strike, which are diffi cult to represent at the other 
levels.

Starting from previous experience of CISIA simulator, the MHR–CISIA [16] 
tool was developed, in order to take into account the above three layers, con-
sidering both intra-layer and inter-layer interactions. Such an approach has been 
used within the MICIE European Project [47] as the modeling framework for 
the defi nition of a distributed online risk predictor.

6 Conclusions

In this chapter, the most diffused approaches for the modeling and simulation of 
interdependent critical infrastructures have been reviewed.
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�

�

�

�

�
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Starting from a pure holistic approach, where infrastructures are modeled 
with an high level of abstraction, and taking into account economic interaction, 
infrastructures are subsequently decomposed into networked sets of homo-
geneous subsystems, considering their topological properties or even the fl ow 
dynamic under critical conditions. However, topological approaches are not eas-
ily extensible to multiple, highly heterogeneous scenarios; in order to overcome 
these limitations, simulative approaches are introduced. Initially, infrastructures 
are decomposed into sets of software agents, focusing on their internal behavior; 
then the interaction among these subsystems are inspected. Finally, multilay-
ered models try to capture interdependency phenomena by considering multiple 
agent-based layers, with a physical, functional, or systemic perspective.

Increasing the complexity of models may lead to more sophisticated and 
predictive representations; however, as the level of detail increases, it is hard 
to retrieve adequate quantitative data. Moreover, each stakeholder has a good 
knowledge of its infrastructure and subsystems, while the comprehension of 
cross-infrastructure dependencies is generally poor and unclear.

There is, therefore, the need to defi ne adequate data-collection procedures, in 
order to cope with uncertain, incomplete, and often contradictory information.
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