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Abstract

Effective infrastructure (security) Vulnerability Assessments require creative 
and resourceful personnel, whichever methods are employed. It is essential for 
vulnerability assessors to try to assume the mind-set of the adversaries and to 
look at vulnerabilities, attacks, and possible countermeasures from their perspec-
tive. Unfortunately, a lot of what passes for Vulnerability Assessments is actually 
Threat Assessment or relatively mundane checking of compliance with formal 
security regulations and guidelines. It is often highly unimaginative. Brainstorm-
ing is a powerful tool for helping, and there are a number of tips for enhancing its 
effectiveness. Vulnerability assessors also need to be alert to common security 
mistakes found in many organizations. They must try to avoid the widespread 
myths about security vulnerabilities and the common Vulnerability Assessment 
mistakes that hamper analysis.
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1 Introduction

A (security) Vulnerability Assessment (VA) is potentially one of the most pow-
erful tools for improving infrastructure security. It is important, however, to 
use effective VA techniques, to employ creative/resourceful personnel with the 
proper mind-set, and to avoid common VA myths and mistakes. It is also crucial 
to understand what a VA is and is not, especially because this issue is a common 
source of confusion.

1.1 Terminology

For purposes of this discussion, we will defi ne vulnerabilities as security weak-
nesses that could potentially be exploited by adversaries (the “bad guys”) for 
nefarious purposes. A (security) Vulnerability Assessment is an analysis meant 
to discover (and perhaps demonstrate) these security vulnerabilities and possible 
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22 CRITICAL INFRASTRUCTURE SECURITY

attacks; it may also include suggesting and demonstrating possible counter-
measures to the “good guys,” that is, the people who own the infrastructure and 
provide for its security.

A Threat Assessment (TA) is different from a VA in that the focus is on ana-
lyzing threats, that is, who might attack, where and when, using what resources, 
and with what ultimate goals and probabilities.

(Security) Risk Management involves trying to deal prudently with potential 
security hazards and to provide as much prevention and mitigation of attacks 
(and recovery afterwards) as practical. Risk Management relies on both VAs and 
TAs, but it is also concerned with understanding the valuable assets at risk of 
being harmed, the consequences should adversaries succeed in harming them, 
and what security resources to deploy and how to deploy them in order to pre-
vent or limit harm, or provide resiliency after an attack.

An infrastructure’s valuable assets can include (among other things) people, 
equipment, products, services, money, facilities, buildings, networks, logistics, 
communications, intellectual property, trade secrets, personally identifi able 
information, and an organization’s reputation. The harm that might befall these 
assets includes theft, damage, sabotage, vandalism, adulteration, tampering, 
terrorism, or espionage.

1.2 What a VA is not

The purpose of a VA is to improve security and to provide important informa-
tion that can be used for effective Risk Management. Though it is unfortunately 
common, we should not view a VA as some kind of test to pass. It is not even 
clear what it means to “pass” a VA; it certainly cannot mean there are no vul-
nerabilities, as will be discussed below. Indeed, an infrastructure, security pro-
gram, or organization can no more pass a VA than a person can pass an IQ test.

Similarly, a VA is not some kind of certifi cation. It should also not be used 
to justify the status quo; claim there are no vulnerabilities; apply a mindless and 
bureaucratic stamp of approval on the existing security infrastructure, hard-
ware, and strategies; or praise or criticize security managers, vendors, contrac-
tors, or frontline security personnel. The results of a VA should never be used 
in employee performance appraisals. Doing this simply encourages a culture of 
denying and covering up security problems and will lead to a hostile or paranoid 
environment that makes VAs diffi cult to perform effectively.

It is not uncommon for security managers to confuse a TA with a VA. Effec-
tive Risk Management requires a good understanding of both threats and vul-
nerabilities. Both TAs and VAs require looking at the security problem from 
the standpoint of the bad guys. Both require some attempt to gauge likelihoods. 
VAs tend to require more creativity, whereas TAs require a good understand-
ing of real-world conditions and how the adversaries think. Generally speak-
ing, VAs give you more “bang for the buck” than TAs. The reason is that if 
you understand and mitigate your vulnerabilities, your security may be in good 
shape even if you get the threats all wrong, which is easy to do because judging 
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PHYSICAL VULNERABILITY ASSESSMENT 23

threats often involves a lot of speculation about unseen (and maybe nonexistent) 
adversaries and their agendas. Conversely, if you thoroughly understand your 
threats, but have no clue at all about your vulnerabilities, you are probably in 
trouble because you will not know how to prevent and mitigate the attacks you 
foresee coming.

2 Common techniques for fi nding vulnerabilities

This section briefl y discusses some of the methods commonly used to conduct 
infrastructure VAs. Many of these techniques are not particularly good at fi nd-
ing vulnerabilities. Indeed, some are not VA techniques at all.

2.1 Security Survey

A Security Survey involves walking through the infrastructure, facility, 
or building of interest, typically with a checklist in hand [1]. Sometimes this 
checklist is prepared primarily by the security manager(s) responsible for the 
infrastructure security. Unfortunately, however, the Security Survey checklist 
is often composed primarily of boilerplate items taken from generic Security 
Survey checklists (which is less effective).

The typical goal of a Security Survey is to see if the security measures 
planned for the infrastructure are actually being implemented and if they are 
being implemented effectively. For example, are the doors that are supposed to 
be locked really locked? Is the security guard at his/her station and fully alert?

Security Surveys can be very important tools for improving the implementa-
tion of security measures. As such, they are very much worth doing and worth 
doing often. They can turn up important surprises. The problem with Security 
Surveys in the context of a VA is that they do not usually uncover previously 
unrecognized vulnerabilities or suggest new countermeasures. With their binary, 
checklist mentality, Security Surveys do not encourage fresh, independent, pro-
found, or creative thinking about security vulnerabilities and attack scenarios. 
They force the security manager conducting the Security Survey to think like a 
good guy, not view the situation from the perspective of a bad guy. The existing 
security strategy, hardware, and personnel come to defi ne the security problem 
in the mind of the security manager. This is undesirable because the unfortu-
nate reality about security is that the bad guys are the only ones who truly get to 
defi ne the problem.

2.2 Security Audit

A Security Audit involves checking to see if the infrastructure security is in 
compliance with (usually high-level) security rules, regulations, laws, policies, 
and guidelines. Sometimes it also involves reviewing the merits or language of 
the local or low-level security rules and policies.
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24 CRITICAL INFRASTRUCTURE SECURITY

Like Security Surveys, Security Audits do not usually turn up new vulnera-
bilities, provide substantial insights into security issues, or encourage independ-
ent, creative thinking about security. Security Audits similarly do not encourage 
thinking like the bad guys.

Another problem is that compliance-based security is frequently not good 
security. Unfortunately, adherence to security rules, policies, and regulations—
while often necessary—is no guarantee of good security. In fact, rigid compliance 
and good security can be wholly incompatible. Especially when the security rules, 
regulations, laws, policies, and guidelines are imposed by high-level bureaucrats 
in a one-size-fi ts-all manner, with few (if any) sanity checks at the local level, 
security can suffer. If nothing else, ill-conceived or ill-fi tting security rules can 
draw valuable time, energy, and attention away from real security efforts. They 
may also create cynicism about security among security and nonsecurity employ-
ees. This almost always negatively impacts security.

2.3 Design Basis Threat (DBT)

Despite the gibberish-sounding name, Design Basis Threat is based on a very 
commonsense idea. DBT means designing security to deal with the current 
real-world threats [2]. Though this ought to be self-evident, it is surprising how 
many security programs are operated without much thought as to the nature of 
the threats, including the adversaries and their goals and resources.

As its name might suggest, DBT is really more of a TA technique than a VA 
technique. It is also typically more attuned to helping to decide how to allocate 
security resources than to discovering vulnerabilities. The technique itself does 
not have much in the way of practical suggestions for how to fi nd vulnerabili-
ties. The whole process of how to recognize vulnerabilities is often glossed over 
in discussions about the DBT technique.

There are other serious problems with DBT commonly found in practice that 
are not necessarily fundamental, theoretical weaknesses with the technique. 
They include tending to focus too much on protecting physical assets (at the cost 
of ignoring more valuable assets like people, information, and organizational 
reputation); letting the existing hardware, personnel, and security strategies 
defi ne the security problem; and being overly reactive instead of proactive. DBT 
is frequently obsessed with force-on-force attacks and often ignores more sub-
tle attacks, including those based on the use of disloyal or compromised insid-
ers. DBT frequently ignores simple and cheap countermeasures when the attack 
probabilities are judged (rightly or wrongly) to be low or zero. Moreover, DBT 
is often done unimaginatively by committee or using bureaucrats and relatively 
uncreative personnel. It is frequently used to justify the status quo.

DBT can suffer from the Fallacy of Precision—thinking that because we 
assign a somewhat arbitrary numeric ranking or value to the probability of a 
threat or attack that we actually understand it. Though it often involves the use of 
rankings and estimated probabilities, DBT ironically sometimes engenders a kind 
of binary thinking about security—that a potential attack or type of adversary 
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PHYSICAL VULNERABILITY ASSESSMENT 25

is either blocked or not blocked. Tellingly, DBT is often used to “test” security 
effectiveness, something that makes no sense for a VA technique.

As with Security Surveys and Security Audits, DBT can be a useful tool for 
assisting with Risk Management despite its shortcomings in practice. It is just 
not typically a very effective VA tool.

2.4 CARVER Method

The CARVER Method [3,4] is popular among security managers who work 
for government agencies, especially police departments and the United States 
Department of Defense. CARVER is an acronym that stands for Criticality, 
Accessibility, Recuperability, Vulnerability, Effect, and Recognizability. It was 
developed by U.S. Special Forces during the Vietnam War to help decide which 
targets had the highest priority for attacking.

The CARVER Method provides a logical, semiquantitative way to judge how 
to allocate security resources by considering the value of a given target and the 
ease of successfully attacking the target given the resources available for the 
attack and for its defense. Basically, targets (i.e., assets) are assigned estimated 
scores for the fi ve attributes of Criticality, Accessibility, Recuperability, Vulner-
ability, Effect, and Recognizability. These relative rankings are placed in a table 
or matrix. The assets that score highest get the most attention and resources 
devoted to protecting them [3,4].

Though it is often discussed as if it were a VA technique, the CARVER 
Method is actually a Risk Management tool for deciding how to allocate security 
resources. It has little to teach about how to discover vulnerabilities or design 
effective countermeasures.

2.5 Delphi Method

The Delphi Method [5,6] was developed in the 1950s and 1960s as a systematic 
way to make forecasts about complex issues. It involves procedures to iteratively 
poll various subject-matter experts in a way that preserves minority viewpoints, 
while trying to converge the whole group toward a single, optimal forecast or 
decision.

The Delphi Method has merit for making single decisions such as “where 
do we put the new bridge?” or in forecasting complicated future events. It can 
potentially be useful for deciding how to fi eld security resources once the threats, 
vulnerabilities, consequences, and resources are fully analyzed. There is little 
evidence, however, that the Delphi Method is an effective way to fi nd security 
vulnerabilities or devise practical countermeasures. Indeed, the focus is on the 
internal mental process of experts coming to some kind of consensus, not on cre-
atively thinking like the bad guys, or on discovering a multitude of previously 
unknown vulnerabilities and countermeasures. If the subject-matter experts have 
not carefully studied the security issues specifi c to the infrastructure in question, 
their ignorance will prevent their expertise and consensus from being very useful.
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26 CRITICAL INFRASTRUCTURE SECURITY

2.6 Fault Tree Analysis

Fault Tree Analysis (FTA) is a safety tool used to predict industrial and technol-
ogy failures [7,8]. It is based on the idea of using a model of logical AND and 
OR gates in conjunction with information or estimates of hardware failure rates, 
stochastic event probabilities, and cascading chains of occurrences to predict 
system failure. It is a useful technique for understanding the effect of individual 
faults of a complex system, but it is not particularly good at fi nding the causes 
for these faults or even in cataloging all the faults that are possible.

FTA is of dubious value for security VAs because adversaries tend to attack 
in a deliberate manner at the point of greatest weakness, not in some random 
manner akin to component failure.

2.7 Software tools

Many organizations use software tools for doing infrastructure VAs. These tools 
are often specifi c to certain industries, such as the chemical industry, transpor-
tation, utilities, education, energy, and so on [9].

The software tools typically consist of lists of infrastructure security issues 
that security managers should consider and questions they should ask (much like 
a Security Survey). The user of the software program may be asked to input rel-
ative rankings or estimates of probabilities for use in matrices along the lines of 
the CARVER Method. Sometimes generic security measures will be suggested.

These software tools are often a useful place to start in doing an infrastruc-
ture VA. They can provide some ideas about what issues the vulnerability asses-
sors need to consider. They are not, however, particularly effective tools for 
fi nding vulnerabilities in specifi c infrastructures; they are simply too generic. 
Most vulnerabilities and most effective countermeasures depend critically on 
details of the specifi c infrastructure in question, its location, personnel, their 
training, and other factors. The “cookie cutter” approach to security that these 
programs encourage is not conducive to good security.

Another common problem with software VA tools is that the people who write 
or provide input to these generic software programs usually have some security 
expertise but typically lack a history of doing true VAs. They may be experienced 
with TAs and overall Risk Management, knowledgeable about common security 
practices, and/or familiar with choosing and integrating security products. They 
are often, however, not the creative, hacker types needed to fi nd vulnerabilities 
and devise effective countermeasures. They often do not think intuitively like the 
bad guys. (See Section 3.1 on VA Personnel.) Sometimes they are not even all 
that familiar with the industrial sectors their software program is focused upon.

2.8 Adversarial Vulnerability Assessments

An Adversarial Vulnerability Assessment is based on the idea that fi nding secu-
rity vulnerabilities and suggesting effective countermeasures is more of an art 
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PHYSICAL VULNERABILITY ASSESSMENT 27

than a science. That VAs require creative, critical thinking. That the vulnerabil-
ity assessors must take on the perspective and the mind-set of the adversaries. 
They need to look at an infrastructure with fresh eyes, no preconceived notions, 
and not let the existing security measures and security managers defi ne the 
problem.

Adversarial Vulnerability Assessments attempt to mimic the creative reason-
ing process that the adversaries will go through in thinking about how to attack 
an infrastructure. Because adversaries are not usually inclined to use formal 
methods such as Security Surveys, DBT, software tools, or even the CARVER 
Method, vulnerability assessors should not rely solely on these tools either.

The typical steps in an Adversarial Vulnerability Assessment are as follows:

 1.  Assemble a team of creative, hacker types and knowledgeable security 
experts.

 2.  Try to REALLY understand the infrastructure, its operation, assets, and cur-
rent security program. The offi cial policies, what high-level managers think, 
and the way the infrastructure and its security are supposed to work are less 
important than the ground-level truth. Thus, it is essential to walk around and 
to closely observe and talk to frontline personnel to learn how things really 
operate. Ask a lot of questions.

 3.  Play around with the infrastructure, either through thought experiments or (to 
the extent safe and practical) with actual attempts to poke the infrastructure or 
test the security.

 4.  Brainstorm possible attacks and vulnerabilities. Anything goes! There is no 
editing or down selecting of ideas at this stage. The crazier, the better! (Sec-
tion 3.2 discusses good brainstorming practice.)

 5.  Based on the ideas generated in the brainstorming session, poke and play with 
the infrastructure some more.

 6. More brainstorming.
 7.  Begin editing and prioritizing potential attacks and vulnerabilities so that the 

most promising can receive the most careful analysis.
 8.  Carefully study the potential attacks and vulnerabilities on the list. Remain 

open, however, to new ideas that may appear at any time.
 9. Partially develop some attacks and determine their feasibility.
10. Devise potential countermeasures.
11.  Perfect and demonstrate certain attacks to the extent it is safe and practical. It 

may be necessary to do some or all of this in a test lab.
12.  Perfect and demonstrate countermeasures to the extent it is safe and practical. 

It may be necessary to do some or all of this in a test lab.
13.  Remain open for new attacks, vulnerabilities, and countermeasures that inevi-

tably appear late in the VA process.
14. Prepare the fi nal VA report.
15.  Ideally the vulnerability assessors are invited back at some time in the future 

after security modifi cations are implemented to comment on the new security 
regime.
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28 CRITICAL INFRASTRUCTURE SECURITY

3 VA best practices

Whatever method or methods are chosen to conduct the infrastructure VA, there 
are certain critical attributes needed for an effective VA.

3.1 VA personnel

Choosing the right personnel is critical for an effective VA. Often outsiders are 
more psychologically predisposed to identifying security problems and solu-
tions than insiders; plus they bring a fresh perspective to security analysis. 
Insiders, however, should also be part of the VA team, for they understand best 
how the infrastructure operates and what countermeasures might be practical to 
implement.

Whoever is involved, the vulnerability assessors must not have any con-
fl icts of interest. They must genuinely want, consciously and subconsciously, to 
aggressively search for security problems and to fi nd practical countermeasures 
(and ideally have a history of doing so). There are two major types of confl icts 
of interest. One is a fi nancial confl ict of interest, for example, if the vulnerabil-
ity assessors are also the vendors or potential vendors for the infrastructure’s 
security.

Another type of confl ict of interest occurs if the vulnerability assessors fear 
retaliation for fi nding security vulnerabilities. Indeed, “shooting the messenger” 
is not an uncommon problem for vulnerability assessors and must be scrupu-
lously avoided. (Thinking about the discovery of vulnerabilities as good news, 
not bad news, as discussed in Section 4, can also help.)

Fear of retaliation (in the form of damage to one’s career) is often a problem 
if the security professionals who provide the infrastructure’s security are also 
part of the VA team. This is why they should provide substantial input to the 
outsiders conducting the VA, but they should not be allowed to control the fi nd-
ings. Another example of fear of retaliation may occur if the outside consultants 
or contractors hired to do an independent VA are concerned about not being 
rehired in the future if they fi nd security problems or not receiving positive ref-
erences. This can be partially avoided by judging the effi cacy of the VA (and the 
vulnerability assessors) by the number and importance of new vulnerabilities 
found and the number and quality of suggested countermeasures—not by how 
comfortable the sponsor of the VA is with the fi ndings.

Avoiding confl icts of interest is a good start but is not suffi cient to guarantee 
a good VA. Another common problem with infrastructure VAs is using unimag-
inative personnel. It is remarkable how often the people chosen to conduct a VA 
are not “outside the box” thinkers. Vulnerability assessors need to be highly cre-
ative in identifying vulnerabilities and thinking about how the bad guys might 
attack. This is not only because the bad guys may be highly imaginative them-
selves but also because the good guys need to be substantially more imaginative. 
Offense is usually easier than defense. The bad guys need only stumble upon 
and exploit one or a small number of vulnerabilities and can often attack at the 
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PHYSICAL VULNERABILITY ASSESSMENT 29

time and location of their choosing. The good guys, on the other hand, have to 
deal with a very large number of vulnerabilities and potential attacks (including 
those they know nothing about) and usually must protect assets that are widely 
distributed in time and space.

The key attribute for effective vulnerability assessors can be called the 
“hacker’s mentality.” This is the ability to perform a mental “coordinate trans-
formation” to think like a bad guy and to intrinsically see the weaknesses and 
contradictions in complex systems. It is surprising how diffi cult it can be for 
security professionals—having devoted their lives and careers to being the good 
guys and desperately wanting security to succeed—to think like bad guys and 
fi nd security vulnerabilities. It is essential that the VA team include people who 
have this hacker’s mentality. Because this is a trait not common among secu-
rity managers, bureaucrats, foot soldiers, and party-line “company men,” it may 
be necessary to involve unconventional personnel, even nonsecurity personnel, 
who possess the hacker mentality.

People with this hacker mentality tend to be independent, skeptical or cyni-
cal, intuitive, clever, hands-on types who routinely fi nd loopholes in their jobs, 
outmaneuver bureaucrats, and question authority. Hacker-type people are often 
nonconformists, wise guys, troublemakers, smart alecks, schemers, organiza-
tional critics, outside-the-box thinkers, artists, tinkerers, problem solvers, atten-
tion grabbers, and “techno-nerds.” They tend to have little respect for tradition 
or the chain of command.

Involving employees from the infrastructure being assessed who are not 
security professionals, but possess the hacker mentality, can pay big dividends. 
Vulnerabilities are often obvious to employees who understand the infrastructure 
but are not caught up in the day-to-day realities of providing security. Moreover, 
involving nonsecurity personnel in security issues can increase overall security 
awareness for the organization. The irony, of course, is that hacker types within 
an organization are often considered some of the organization’s biggest security 
headaches. Nevertheless, they are precisely the individuals who should be part of 
a VA team. (Genuinely disloyal employees, of course, should be excluded.)

In the author’s experience, engineers do not typically make good vulnera-
bility assessors (though there are no doubt exceptions). It is basically a mind-
set problem. Engineers tend to work in solution space, not problem space. They 
often view Nature, stochastic failure, and economics as the enemy, and are not 
accustomed to dealing with a deliberate, intelligent, nefarious adversary who 
attacks at the time and location of his/her choosing. Engineers focus on order, 
logic, control, system reliability, user friendliness, and serving the customer—
not thinking creatively evil like a bad guy.

3.2 Brainstorming

Many organizations attempt brainstorming, but few are good at it. Regardless of 
the VA techniques they use, vulnerability assessors need to be effective brain-
stormers in order to discover new vulnerabilities, attacks, and countermeasures.
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30 CRITICAL INFRASTRUCTURE SECURITY

Creativity has actually been well studied [10,11], and there are a number of 
practical tips for effective brainstorming [12,13]. These are not specifi c to secu-
rity and VAs but presumably are nevertheless applicable.

Experts seem to agree that probably the biggest mistake is to place value 
judgments on ideas far too early in the brainstorming process. According to 
Eugene Raudsepp [14],

Nothing can inhibit and stifl e the creative process more—and on this there 
is unanimous agreement among all creative individuals and investigators of 
creativity—than critical judgment applied to the emerging idea at the begin-
ning stages of the creative process. [. . .] More ideas have been prematurely 
rejected by a stringent evaluative attitude than would be warranted by any 
inherent weakness or absurdity in them. The longer one can linger with the 
idea with judgment held in abeyance, the better the chances all its details and 
ramifi cations [can emerge].

Thus, in early brainstorming exercises, every idea, no matter how wacky or stu-
pid, gets written down and treated as a gem. Crazy ideas are strongly encouraged, 
not only because they encourage thinking outside the box but also because it is 
surprising how often zany ideas can be massaged into something useful. Gener-
ally, authority fi gures should not be involved in brainstorming sessions, or at least 
should not act like authority fi gures, because of the risk of suppressing crazy ideas.

Generally, individuals are creative, not groups. It is, however, diffi cult to get 
away from groups when infrastructure security is involved. Moreover, the right 
group dynamics can energize, egg-on, and fertilize individual creativity. The group 
needs to be diverse, high energy, humorous, and joyful, in an urgent but not stress-
ful mood; cohesive but not too cohesive; competitive in a friendly and respectful 
way; and enthusiastic about individual differences and eccentricities. Individuals 
must be given ownership of their original ideas and should be personally recog-
nized for their creativity. A good model seems to be comedy writing [15].

Other brainstorming tips based on the author’s experience with VAs include 
the following:

Pay close attention to explicit or unstated assumptions, and to security fea-
tures that are widely praised or admired. These are often the source of serious 
vulnerabilities.
Concentrate on the second and third best attacks or countermeasures. You are 
likely to be overlooking something that would make them the best solutions.
If there is widespread agreement about the effi cacy of an attack or counter-
measure, reexamine. Something important was probably overlooked.
Pursue what is interesting, controversial, contrarian, exciting, or silly.
Quantity breeds quality.
With all ideas: elaborate, expand, modify, subvert, exaggerate, and combine 
with other ideas.
Pursue hunches and intuition.

�

�

�

�

�

�

�

CH002.indd   30CH002.indd   30 11/3/2011   10:31:09 PM11/3/2011   10:31:09 PM

 
 www.witpress.com, ISSN 1755-8336 (on-line) 
WIT Transactions on State of the Art in Science and Engineering, Vol 54, © 201  WIT Press2



PHYSICAL VULNERABILITY ASSESSMENT 31

The best ideas come late and when you are not thinking about the problem.
Think backwards: How can we make security completely ineffective? How can 
our attacks fail miserably? How do we as the bad guys escape from the facility 
after completing our attack?
Solve the problem that is not here yet, for example, how are we going to pro-
vide effective security when there are smart robots or nanotechnology attack 
tools?
Mentally remove some security devices, measures, or personnel. Then consider 
the implications.
Draw lots of diagrams.
Develop and explore models, metaphors, and analogies.
Terminology constrains our thinking. Rename everything in your own (and/or 
silly) words and think about them in light of the new terminology.
Consider different verbs for what the bad guys might want to accomplish: attack, 
steal, demolish, embarrass, tag, terminate, uncover, purify, discredit, poison, 
and so on.
Picture attacks from the ceiling and the fl oor. How would attacks work if every-
thing was underwater or if gravity stopped working?
Ridicule existing security measures and strategies. This frees the mind to see 
their shortcomings.
Explore extremes: best and worst case scenarios for both the good guys and the 
bad guys.
How will the bad guys feel during the attack? Try to imagine their satisfaction 
if they succeed.
How would the bad guys attack if they had infi nite resources or had almost no 
resources?
What would the security look like if it had infi nite resources or had almost 
no resources?
What questions would a 10-year-old ask about the existing security? What 
questions would your mother-in-law ask?

3.3 Common security mistakes

In conducting an infrastructure VA, it is useful to be on the lookout for com-
mon security mistakes. One of these is to be overly focused on prevention, while 
ignoring or underemphasizing mitigation, recovery, and resiliency. Prevention 
(especially for terrorism) is a very diffi cult challenge and may not be fully pos-
sible. Mitigation of vulnerabilities, and recovery and resiliency after an attack, 
are important security goals that deserve careful consideration by vulnerability 
assessors.

Many security programs are overly focused on protecting hardware, instead 
of more important assets such as people, continuity, facilities, buildings, net-
works, information, intellectual property, trade secrets, and the reputation of 
the organization. Often there is poor physical security (as opposed to cyber 
security) for computers, peripherals, computer media, and digital data.
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Vulnerability assessors should also be on the lookout for security rules that 
only good guys follow. For example, banks often require customers to remove 
hats and sunglasses, but individuals there to rob the bank will not follow that 
rule. As another example, some organizations ban cameras in certain areas of 
their facility, even when disloyal employees would have little trouble smuggling 
them in and out. Rules that only good guys follow have a high probability of 
being Security Theater, that is, fake security mostly for show. There are other 
telltale signs of Security Theater [16].

Another common problem, especially in large organizations, is having overly 
complex, constantly changing, variably interpreted, and even stupid security 
rules. This engenders cynicism among employees about security, which is not 
conducive to good security. Cynicism also happens when VIPs are allowed to 
bypass security procedures, when security becomes the enemy of productivity, 
and when employees have no input on security regulations.

Security managers often underestimate the creativity and resourcefulness 
of adversaries, and frequently lack cradle-to-grave security for locks, access 
control, biometrics, and other types of security devices (which can typically be 
hijacked by an adversary with just 15–20 seconds of access, perhaps while the 
devices are sitting on a loading dock prior to shipment or installation). Tamper-
indicating seals are often used very poorly by many organizations [17], and video 
surveillance cameras often have unnecessarily poor resolution. Other mistakes 
made by many organizations include failing to deal effectively with imposters 
and with the Insider Threat. The latter must include the use of effective measures 
to mitigate employee disgruntlement [18] and to deal with the serious risks of 
social engineering [19,20], espionage, and workplace violence [21].

Many organizations also greatly overestimate the effectiveness of layered 
security [22]. Layers of bad security do not automatically add up to good secu-
rity. Often the layers do not really back each other up or may even interfere 
with one another. Layered security increases complexity, which is not helpful 
for good security. It is not uncommon for the existence of layered security to 
result in overconfi dence, complacency, and an unwillingness to make security 
improvements. Many organizations also overestimate the effectiveness of high 
technology [23].

Finally, vulnerability assessors should bear in mind the following security 
maxims [24]. While these are not absolute truths, they are often true and worth 
keeping in the back of one’s mind.

Shannon’s (Kerckhoffs’) Maxim: The adversaries know and understand the secu-
rity systems, strategies, hardware, and software being used. Thus, “security by 
obscurity” is not a viable long-term security strategy.

Rohrbach’s Maxim: No security device, system, or strategy will ever be used 
properly (the way it was designed) all the time. This must be factored into any 
security program.

Antique Maxim: A security device, system, or measure is most vulnerable near 
the end of its life.
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Mission Creep Maxim: Any given device, system, or program that is designed 
for inventory (counting and locating assets) will very quickly come to be 
viewed—quite incorrectly—as a security device, system, or program capable 
of dealing with deliberate spoofi ng.

Doctor Who Maxim: The more sophisticated the technology, the more vulnerable 
it is to primitive attack. This is why vulnerability assessors should focus on 
low-tech attacks, even against high-tech security devices, systems, and pro-
grams. High-tech attacks are usually unnecessary.

Schneier’s Maxim No. 1: If you think technology can solve your security prob-
lems, then you don’t understand the problems and you don’t understand the 
technology.

Schneier’s Maxim No. 2: Control will usually get confused with security.
Mahbubani’s Maxim: Organizations and security managers who cannot envision 

security failures will not be able to avoid them.

3.3 The VA report: Delivering the “bad news”

The fi nal report by the vulnerability assessors should begin by praising the posi-
tive aspects of the infrastructure’s current security program. There are three rea-
sons for doing this. First, the good practices need to be recognized so that they 
will continue. They may merely be an accident or might be removed in the future 
when new security managers take over. Second, praising the good aspects of 
the current security regime gives the security department and security manag-
ers some cover from potential retaliation when new vulnerabilities are disclosed. 
(In a healthy organization with a good security culture, this will not be a problem, 
but the author has frequently experienced the situation where a security manager, 
having been shown new vulnerabilities, pleads with the vulnerability assessors not 
to disclose the vulnerabilities to his superiors.) The third reason for praising the 
infrastructure’s positive security practices at the start of a VA report is to make 
the organization more psychologically willing to hear about security problems. 
A litany of security fl aws is easier to accept when preceded by sincere praise.

The VA report and briefi ng should be given to the highest appropriate level 
without editing, interpretation, or censorship by middle managers.

If it is a good VA, the report will contain far more vulnerabilities than can be 
eliminated or mitigated in a short period of time. Many will never be eliminated 
or mitigated. There should also be suggestions and countermeasures for improv-
ing security. Security managers (not the vulnerability assessors) are the ones 
who should ultimately decide which (if any) make sense to implement.

The report and briefi ng should include video to document and demonstrate 
vulnerabilities, potential attacks, and possible countermeasures. An in situ, live dem-
onstration of vulnerabilities associated with locks, seals, and access control devices 
may, however, more vividly demonstrate the vulnerabilities and attack scenario.

The VA report should include information on the identity and experience 
of the vulnerability assessors, any possible confl ict of interest, and any a priori 
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constraints on the time, resources, and scope of the VA. The time, resources, 
skill, expertise, practice, and level of effort required by the adversary for each 
envisioned attack should be provided, along with an estimate of the probabil-
ity of the attack succeeding. Suggestions for improved security and potential 
countermeasures to security vulnerabilities should be discussed, but the report 
should emphasize that the organization’s own security managers may be better 
qualifi ed to decide on practical security modifi cations and countermeasures.

A sanitized, statistical summary of the VA fi ndings should be prepared for 
public release, along with the identity of the vulnerability assessors, if the organ-
ization that owns the infrastructure wishes to take public credit for the VA.

4 Vulnerability myths and mistakes

There are a number of widespread myths about VAs and a lot of common mis-
takes in thinking about vulnerabilities and performing VAs. One myth is that 
there are usually only a small number of vulnerabilities. In fact, even a simple 
security device typically has dozens of vulnerabilities. The number of vulnera-
bilities in a complex infrastructure is virtually unlimited, and most will never be 
known by either the good guys or the bad guys. The wishful thinking involved 
in believing that most infrastructure vulnerabilities can be found and eliminated 
(or at least signifi cantly mitigated) is also unhelpful.

A popular myth is that the ideal result for an infrastructure VA is fi nding 
zero vulnerabilities. In fact, such a VA is worthless and should be redone—
this time by competent personnel. It is also a mistake to view the discovery of 
vulnerabilities as bad news. In fact, fi nding a vulnerability is excellent news 
because it means that something can potentially be done about it. (That partic-
ular viewpoint, however, is rare among organizations, security managers, and 
even some vulnerability assessors.) Viewing or presenting vulnerabilities as bad 
news makes it much more diffi cult to get an organization and security manag-
ers to implement needed security improvements. It also increases the odds that 
security managers and other security professionals will face retaliation when 
vulnerabilities are inevitably discovered.

Another common myth about infrastructure VAs is that once a thorough 
VA is completed, future VAs can be cursory efforts. In fact, rapid changes in 
technologies, threats, personnel, and assets—plus the ever present large pool of 
undiscovered vulnerabilities—make it essential to conduct thorough VAs when-
ever possible.

It is also a myth that VAs should be rigorous, consistent, and fully repro-
ducible so that any vulnerability assessors fi nd exactly the same thing. In fact, 
fi nding vulnerabilities is a creative endeavor (more art than science) that is dif-
fi cult to quantify, reproduce, characterize, control, or predict. Demanding rigor, 
consistency, and reproducibility—at least at this stage of our understanding of 
security, vulnerabilities, and the creative thought process—is surely a recipe 
for the lowest common denominator, that is, poor VAs. Vulnerability assessors 
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sometimes claim to use formal, rigorous approaches to VAs but in reality offer 
only sham rigor.

Some of the mistakes that vulnerability assessors sometimes make include (as 
discussed previously) confusing a TA with a VA. Also, vulnerability assessors 
sometimes rely too much on past security incidents to predict future vulnerabili-
ties and attacks. The past is often a good place to begin one’s analysis, but the 
world is a rapidly changing place. Moreover, rare, catastrophic attacks (e.g., 9/11) 
often have no obvious precedent. Security needs to be proactive, not just reactive.

Another common mistake when conducting an infrastructure VA is to con-
sider infrastructure features as vulnerabilities. For example, a public road might 
run close to the facility of interest, and this might be thought of as a vulner-
ability. In fact, a feature independent of an envisioned attack scenario is not a 
vulnerability.

The road might, for example, be used to get a truck with explosives close to 
the facility. This might well be a vulnerability, which we will call Vulnerability 1. 
The road might also make it easier for an adversary to park along the side of the 
road and conduct visual or electronic surveillance without attracting attention 
(Vulnerability 2), or to get closer to the facility before launching an all-out fron-
tal assault (Vulnerability 3). An adversary might also park along the side of the 
road to load up stolen items passed to him by nearby facility insiders (Vulner-
ability 4). Adding video surveillance cameras along the road might be an effec-
tive countermeasure for Vulnerabilities 2 and 4 but would probably be of limited 
use for Vulnerabilities 1 and 3 because of the response time. Thus, it is not the 
feature itself (the road) that represents a vulnerability in need of a counter-
measure but rather the feature combined with a particular attack scenario. VAs 
are sometimes done on a sector-by-sector, module-by-module, or function-by-
function basis. Cyber vulnerabilities are often analyzed separately from physical 
security vulnerabilities. These are mistakes because vulnerabilities and attacks 
often occur at interfaces or seams. Infrastructure VAs should be done holisti-
cally, not on a component, subsystem, function, sector, or layer basis.

Acknowledgments and disclaimer

This chapter was prepared under the auspices of the United States Department 
of Energy (DOE) under contract DE-AC02-06CH-11357. The views expressed 
here are those of the author and should not necessarily be ascribed to Argonne 
National Laboratory or DOE. Jon Warner provided useful suggestions.

References

 [1] Broder, J.F., Risk Analysis and the Security Survey, Butterworth-Heinemann, 2006.
 [2] Garcia, M.L., The Design and Evaluation of Physical Protection Systems, 

Butterworth-Heinemann, 2007.

CH002.indd   35CH002.indd   35 11/3/2011   10:31:10 PM11/3/2011   10:31:10 PM

 
 www.witpress.com, ISSN 1755-8336 (on-line) 
WIT Transactions on State of the Art in Science and Engineering, Vol 54, © 201  WIT Press2



36 CRITICAL INFRASTRUCTURE SECURITY

 [3] Bennett, B.T., Understanding, Assessing, and Responding to Terrorism: Protecting 
Critical Infrastructure and Personnel, Wiley, p. 244ff, 2007.

 [4] Fay, J., Encyclopedia of Security Management, Butterworth-Heinemann, p. 500ff, 
2007.

 [5] Turoff, M. & Linston, H., The Delphi Method: Techniques and Applications, 2002, 
http://is.njit.edu/pubs/delphibook/.

 [6] Rowe, G. & Wright, G., The Delphi Technique as a Forecasting Tool: Issues and 
Analysis, International Journal of Forecasting, 15(4), pp. 353–375, 1999.

 [7] International Electrotechnical Commission, Fault Tree Analysis. Edition 2.0, (IEC 
61025), 2006.

 [8] Vesely, W.E., et al., Fault Tree Handbook. Nuclear Regulatory Commission. NUREG–
0492, 1981, http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0492/.

 [9] IVA—Industrial Vulnerability Assessment, Gulf Publishing, 2011, http://www
.gulfpub.com/product.asp?PositionID�campaign&ProductID�9641.

 [10] Runco, M.A., Creativity: Theories and Themes: Research, Development, and Prac-
tice, Academic Press, 2006.

 [11] Sternberg, R.J., Handbook of Creativity, Cambridge University Press, 1998.
 [12] Michalko, M., Cracking Creativity: The Secrets of Creative Genius, Ten Speed 

Press, 2001.
 [13] van Oech, R., A Whack on the Side of the Head: How You Can Be More Creative, 

Business Plus, 2008.
 [14] Raudsepp, E., Managing Creative Scientists and Engineers, Collier-Mac, 1963.
 [15] Caesar, S. & Friedfeld, E., Caesar’s Hours: My Life in Comedy, with Love and 

Laughter, PublicAffairs, p. 121ff, 2003.
 [16] Johnston, R.G. & Warner, J.S., Security Theater in Future Arms Control Regimes, 

Proceedings of the 51st INMM Meeting, Baltimore, MD, July 11–15, 2010.
 [17] Johnston, R.G., Tamper-Indicating Seals, American Scientist, 94(6), pp. 515–523, 

2005.
 [18] Johnston, R.G. & Warner, J.S., Handbook of Security Blunders, Proceedings of the 

51st INMM Meeting, Baltimore, MD, July 11–15, 2010.
 [19] Long, J., et al., No Tech Hacking: A Guide to Social Engineering, Dumpster Diving, 

and Shoulder Surfi ng, Syngress, 2008.
 [20] Mitnick, K.D., Simon, W.L., & Wozniak, S., The Art of Deception: Controlling the 

Human Element of Security, Wiley, 2003.
 [21] Kerr, K., Workplace Violence: Planning for Prevention and Response, Butterworth-

Heinemann, 2010.
 [22] Johnston, R.G., Lessons for Layering, Security Management, 54(1), pp. 64–69, 

2010.
 [23] Johnston, R.G. & Warner, J.S., The Dr. Who Conundrum: Why Placing Too Much 

Faith in Technology Leads to Failure, Security Management, 49(9), pp. 112–121, 
2005.

 [24] Johnston, R.G., Editor’s Comments, Journal of Physical Security, 3(1), pp. ii–xiii, 
2009, http://jps.anl.gov/v3iss1.html.

CH002.indd   36CH002.indd   36 11/3/2011   10:31:10 PM11/3/2011   10:31:10 PM

 
 www.witpress.com, ISSN 1755-8336 (on-line) 
WIT Transactions on State of the Art in Science and Engineering, Vol 54, © 201  WIT Press2




