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Preface

The security of critical infrastructures is a paramount issue in modern society.
In fact, infrastructures like those for transportation, energy,
telecommunication, banking, etc. whose operability is essential for the well-
being of a large number of individuals are nowadays exposed to severe threats,
both natural (earthquakes, landslides, flooding, etc.) and intentional (thefts,
vandalism, terrorism, etc.). In recent years, the scientific community has
addressed the issue of Critical Infrastructure Security (CIS) through
conferences, journals and other publications. However, in most cases, the
published material fails to address the CIS issue as a multi-faceted and multi-
disciplinary problem which needs to be analysed in an integrated manner
both at the organizational and technological levels, and looking at digital
(“cyber”) as well as physical security.

The purpose of this book is to provide a comprehensive picture of the state-
of-the-art and trends in methods and tools for infrastructure protection,
focusing on the following topics:

o Assessment, that is the understanding of risks and vulnerabilities as
well as expected results of possible mitigations. This can be achieved
by analysis, modelling and simulation.

e Prevention, that is the reduction of risk by predicting threat effects.
This can be achieved by means of deterrence and other “passive”
countermeasures (e.g. security by design).

e Detection, that is the capability of real-time recognition of abnormal
conditions or behaviours. This can be achieved by means of “active”
sensors and other technological tools.

e Response, that is the quick reaction to threats. This can be achieved
by adopting early warning, situational awareness and decision support
systems.



Most of the current best practices are based on intrusion detection / access
control, people scanning and video surveillance designs which are often weak
and poorly effective since they are not rigorous enough and frequently not
systematically guided by risk analysis principles. This book provides the
necessary balance between the analysis aspects, which involve people
(personnel, operators, adversaries, etc.) taking into account organizational
and interdependency effects, and the technological tools (smart-detectors,
information networks, control software, etc.), which are required to implement
modern integrated surveillance and security management systems. Therefore,
the topics presented in the volume progress smoothly from security evaluation
methods and tools to security enhancement approaches and technologies.

It is the Editor’s belief that the book provides the most up to date compendium
of Critical Infrastructure Security and he is grateful to all authors for their

excellent contributions.

The Editor, 2012





