Mobile Agents

WITrrEss

WIT Press publishes leading books in Science and Technology.
Visit our website for the current list of titles.
WwWw.witpress.com

WlTeLibrary

Home of the Transactions of the Wessex Institute, the WIT electronic-library provides the
international scientific community with immediate and permanent access to individual
papers presented at WIT conferences. Visit the WIT eLibrary at
http://library.witpress.com



Advances in Management Information Series

Objectives of the Series

Information and Communications Technologies have experienced considerable
advances in the last few years. The task of managing and analysing ever-increasing
amounts of data requires the development of more efficient tools to keep pace with
this growth.

This series presents advances in the theory and applications of Management
Information. It covers an interdisciplinary field, bringing together techniques from
applied mathematics, machine learning, pattern recognition, data mining and data
warehousing, as well as their applications to intelligence, knowledge management,
marketing and social analysis. The majority of these applications are aimed at
achieving a better understanding of the behaviour of people and organisations in
order to enable decisions to be made in an informed manner. Each volume in the
series covers a particular topic in detail.

The volumes cover the following fields:

Information
Information Retrieval
Intelligent Agents
Data Mining
Data Warehouse
Text Mining

Competitive Intelligence
Customer Relationship Management
Information Management
Knowledge Management



Series Editor

A. Zanasi
Security Research Advisor
ESRIF

Associate Editors

P.L.Aquilar A. Gualtierotti
University of Extremadura IDHEAP
Spain Switzerland
M. Costantino J. Jaafar
Royal Bank of Scotland Financial UiTM
Markets Malaysia
UK
GLoo
P. Coupet The University of Auckland
TEMIS New Zealand
France
J.Lourenco
N.J. Dedios Mimbela Universidade do Minho
Universidad de Cordoba Portugal
Spain
D.Malerba
A.De Montis Universita degli Studi
Universita di Cagliari UK
Italy
N. Milic-Frayling
G. Deplano Microsoft Research Ltd
Universita di Cagliari UK
Italy
G. Nakhaeizadeh
P. Giudici DaimlerChrysler
Universita di Pavia Germany
Italy
P.Pan
D. Goulias National Kaohsiung University of
University of Maryland Applied Science
USA Taiwan



J.Rao
Case Western Reserve University
USA

D. Riafio
Universitat Rovira I Virgili
Spain

J.Roddick
Flinders University
Australia

F. Rodrigues
Poly Institute of Porto
Portugal

F. Rossi
DATAMAT
Germany

D. Sitnikov
Kharkov Academy of Culture
Ukraine

R.Turra

CINECA Interuniversity Computing

Centre
Italy

D. Van den Poel
Ghent University
Belgium

J.Yoon
Old Dominion University
USA

N. Zhong
Maebashi Institute of Technology
Japan

H.G. Zimmermann
Siemens AG
Germany



Mobile Agents

Principles of Operation and Applications

EDITOR

A.Genco
University of Palermo, Italy

l TP RESS southampton, Boston /



Editor
A.Genco
University of Palermo, Italy

Published by

WIT Press

Ashurst Lodge, Ashurst, Southampton, SO40 7AA, UK
Tel: 44 (0) 238 029 3223; Fax: 44 (0) 238 029 2853
E-Mail: witpress@witpress.com
http://www.witpress.com

For USA, Canada and Mexico

WIT Press

25 Bridge Street, Billerica, MA 01821, USA
Tel: 978 667 5841; Fax: 978 667 7582
E-Mail: infousa@witpress.com
http://www.witpress.com

British Library Cataloguing-in-Publication Data

A Catalogue record for this book is available
from the British Library

ISBN: 978-1-84564-060-6
ISSN: 1742-0172

Library of Congress Catalog Card Number: 2007932023

The texts of the papers in this volume were set
individually by the authors or under their supervision.

No responsibility is assumed by the Publisher, the Editors and Authors for any injury and/
or damage to persons or property as a matter of products liability, negligence or otherwise,
or from any use or operation of any methods, products, instructions or ideas contained in the
material herein. The Publisher does not necessarily endorse the ideas held, or views expressed
by the Editors or Authors of the material contained in its publications.

© WIT Press 2008
Printed in Great Britain by Cambridge Printing.
All rights reserved. No part of this publication may be reproduced, stored in a retrieval

system, or transmitted in any form or by any means, electronic, mechanical, photocopying,
recording, or otherwise, without the prior written permission of the Publisher.



Contents

Preface xiii
Acknowledgements XV
Intelligent agents 1
1 Intelligent agents ... ..ottt 1

2 Classes of agents . ...ttt 1
2.1 Nwanaclassification ... ...t 1

2.2 Davisclassification . ........ ... i 2

2.3 Reactive agents . .. ..ottt 2

2.4 Deliberative agents .. .........ooiit i 5

3 AEeNtS PrOPEItieS . . . v vttt et 7

4 Complexity and coherence. . ..., 8
4.1 Global coherence. . ..........c.uiiiiiiii i 8

5 Ethical abstractions .. .............u it 9

6 Intelligent communication languages ........................... 10

7 Mobile agents training . .. ... 11

8 Agents systems implementation. .. ........... ... ... ..., 11
8.1 Reactiveagents . ............couiiiiiininennnnnan.. 13

8.2 BDIagents......... ...t 14

9 Behaviours and actions management. . .. ........................ 15
9.1 DACSandIMA. .. ... . . 16

9.2 IMA in multi-agents Systems .. ...............ooiniinao... 17

9.3 IMA biological paradigm (cyber entities). .. ................. 18

9.4 Acyber-entity paradigm .. ......... ... 18
References .. ... ..o 19
Mobility 21
1 Strong and weak migration .. ...............oiiiriiiiii. 21

1.1 Code migration ... .........c..uunininernnenannenannn. 22

1.2 Program counter migration. ................c..ooueunenon .. 23

1.3 Initialization migration . ... ...........ouiirinerennrnn .. 23



1.4 Methodmigration . .............. .ttt 23

1.5 Thread migration. . ........... ..., 24
1.6 Member migration. .. ............ i 24
1.7 Stackmigration. .............. ... ... 24
1.8 Resource migration. . .............c.ouiuiininannenenen .. 24
2 Mobile agents migration methodsinJava ........................ 25
2.1 Statecapture ... ....... ... 26
2.2 State restoration. ... ...t 29
2.3 Method call stack reconstruction .......................... 29
2.4 Local variable valuessetup ................. ..., 29
2.5 Thread reCoOVery. .. ....ooi it 30
3 Mobile agent itinerary planning. . . . .............. ... 31
31 MAPVS. TSP, . 32
3.2 MAPproblem definition .. ........... .. .. ... .. ..., 34
3.3 MAPproblemsolution . ............. ... ... ... 35
3.4 VMAS (Visual Mobile Agent System

with itinerary scheduling). .. ......... .. ... ... ... ... 37
3.5 Automatic itinerary scheduling. . ............. ... .. .. ... 38
References .. ... 40
Communication 41
I Introduction ......... ... .. i 41
2 Effective communication . ........... ..o 43
2.1 Thelogicalmodel ......... ... .. ... ... .. . ... 43
2.2 Delivery of a single message in a static network graph . ........ 44
2.3 Delivery of a multiple message in a static network graph . ...... 44
2.4 Delivery in a dynamic network graph. . ..................... 45

2.5 Delivery of multiple messages with multiple
MESSAZE SOUICE - « ¢ e e et e et e e e e et et e e 46
2.6 Implementation problems . ... ............ ... .. ... ..., 47
3 Reliable communication by means of mobile groups . .............. 47
3.1 Systemmodel ........ ... .. 48
3.2 Properties . ... ...t 49
33 Atypical Case ... ...t 50
4 Coordination through communication. . ......................... 51
4.1 Abstract models of interaction ........... ... ... ... ... ..., 52
4.2 CommuniCatorS. . . .. .vtt ittt ettt e 53
43 ACL. .. 54
5 Knowledge sharing effort (KSE) .. ...... ... ... .. ... ... ..., 55
501 KOML. .. 56
5.2 FIPA. . 57
53 ORBandCORBA..... ... ... i, 57
54 RMI. . o 58
55 RMI-IIOP .« oo 58
6  Synchronization . ............. ..., 58



T LoCation. . ...t 59
7.1 Location-dependent communication ...................... 59

7.2 Location-independent communication. .. .................. 61

8 Models. . ..o 61
O MesSSage-Passifg . . . ..ottt 62
9.1 HOmMe-ProxXy . ........oiuiuiii i 63

9.2 Follower-ProxXy . .. ... 64

93 E-mail..... ... 65

94 Blackboard ...... ... ... .. 65

9.5 Broadcast ........... . 66

10 Costestimation. .. ...ttt 67
10.1 Cost of Home-Proxymodel ............................. 67

10.2 Cost of Follower-Proxy model ........................... 68

10.3 Costof E-mailmodel .......... .. .. .. .. .. ... ..... 68

10.4 Cost of Blackboard model .............................. 69

10.5 Cost of Broadcastmodel. .. ........ ... ... ... ... ... ... ... 69

10.6 Model compariSon . . ..........ouuuuiinin e, 69

11 Faultcauses ........ ... 71
120 Complexity. . ..ot 72
13 SeCUIItY . .ot 72
References .. ... ...t 74
Coordination 75
I Introduction........... ... i 75
2 Coordination in mobile agent systems. . ... ..................... 76
3 Coordinationmodels . ......... .. ... 77
3.1 Taxonomy of coordinationmodels . ....................... 77

3.2 Context-dependent coordination. . ........................ 83

3.3 Environment-dependent coordination. . .. .................. 84

3.4 Application-dependent coordination. .. .................... 86

4 Coordination languagesand Berlinda . .. ....................... 87
5 Implementation of coordination models . ....................... 89
501 IBMAglets . ..o 89

5.2 ATa 90

53 fMAIN. . 91

54 JavaSpace ... ... 92

5.5 Mars .ot 94

5.6 Models compariSOn. . . .. .....uuiiin et 99

6 Definition of coordinables . ........ ... ... .. .. ..o L. 100
6.1 Definition of coordinationmedia .. ...................... 101

6.2 Definition of coordination laws ......................... 102

7 Projects in Progress . ... ..ot e e 103
TL Mars-X .o 105

7.2 XmlSpaces ... ... 107

References . . ... 108



Interoperability 111

I Introduction........... ... . i 111
2 CORBA ... 112
2.1 CORBA architecture. .. ..........couiuiiiinnnn .. 112

2.2 The invocation of a remote object. . . ..................... 113

2.3 Interface definition language (IDL) ... ................... 114

2.4 IDL syntax and Javamapping. . . ...........c.... ... 116

2.5 CORBA and mobileagents. .. ............. .. ... .. 119

3 OMGMASIF. . . 119
3.1 IDL specification in MASIF protocol. . ................... 121

3.2 A possible implementation of MASIF . ................... 128

4 FIPA . 128
4.1 FIPAarchitecture .......... ... ... i, 129

4.2 Communication between two agents ..................... 130
References .. ... ... 136
Fault tolerance 139
I Introduction......... ... ... i 139
2 Models of malfunction. . ........... ... .. .. i 140
3 Faulttolerant SErvices . ............oouiiiniuninninnennann.. 140
4  Structural principles of programming . . ... .................... 141
5 Languages for fault tolerant programming .. ................... 141
6 Fault tolerance through mobile agents. .. ...................... 142
7 Possible faults ....... ... .. 143
7.1 Faultofanode (sit€)............coouririniiinnnennnn.. 143

7.2 Fault of an agent system components. . ................... 144

73 Agentdamage............ ... 144

7.4 Network breakdown ........ ... ... .. .. .. . L 144

7.5 Message falsificationorloss............................ 145

8 Conditions and requisites for a fault tolerant execution ........... 145
9 Faulttolerant mobileagent .......... ... .. ... ... .. ... .. .... 146
10 Checkpointing . .. ...... ..ottt 148
11 Replication. ... ... ... i 149
11.1 Placereplicas . ...... ..o 150

12 Exactly-once execution property violation. .. ................... 151
13 TRB .o 153
13.1 Exactly-once property inTRB .......................... 153

14  SRB . 155
14.1 Exactly-once property in SRB .......... ... .. ... ... .... 155

142 Pipelinemode . . ... ..o 159

15 Main differences between SRBand TRB. ...................... 160
16  Existing solutions. . .......... ... i 161
16.1 FATOMAS .. . e 161

16.2 JAMES. . . o oo 165



163 MESSENGERS. .. ... ... 166

16.4 Configurable mobileagent . ............ ... ... ... ....... 167
16.5 ACS . 169
16.6 Technique based on ICMP packages. ...................... 170
16.7 MATS .. 171
16.8 Al 172
16.9 FLASH ... o 174
References .. ... ...t 177
Security in mobile agent systems 181
1 Securityinthenetwork ......... ... .. .. ... . ... ... ... 181
1.1 Attacks and defence to TCP/IP protocol . . .................. 182

1.2 Cryptography. . . .. ..ot 182

1.3 Authentication.......... ... ... .. i, 186

1.4 Digital signatures . ...........c.c.iuiiiiii 189

2 Mobile agent systems security models. . ............. ... ... ..., 191
3 Attacks to mobile agent systems security. .. ........... ... ... 192
3.1 Anagentagainstaplatform ............ ... ... ... .. ... .. 192

3.2 Aserveragainstanagent. .. .............. ... 193

3.3 Anagent against anotheragent................. ... ....... 193

3.4 Other entities against an agent system . .................... 193

4 Protocols and techniques for mobile agents security............... 193
4.1 Soloandteamattack.......... ... ... ... .. . L. 194
4.2 Unintentional attack .......... ... ... ... .. .. .. L. 194

4.3 Current protection schemes. . .. ............. ... ... 194
4.4  Protection schemes under development .................... 195

5 Agent protection protocols. .. ... ... 196
5.1 Agent’s integrity protection. ... ............ ... ..., 196

52 TTPsolution ....... ..., 196

5.3 Multiple jumps protocol for agent integrity (MH) .. .......... 197

5.4 Combined TTP and MH protocol . .. ...................... 198

5.5 OKGS (One time key generator system). .. ................. 198

6 Environmental key system................ .. ... ... 199
6.1 Agents“inthedark™ ..... ... ... .. .. .. il 200

6.2 Basic construction. . ........... ... 200

6.3 Temporal construction. . ............... ... 200

7 Resistance toattacks ............ ... i 201
7.1 Agents location randomization . . ............... ... ....... 202

7.2 Removal of centralized service directory . .................. 202

7.3 Eluding ag@ressors .. ..........ouiiiiii 202

7.4 Recovery of killedagents ............ .. ... ... ... .. ..., 203

7.5 Restoring of cut-off communication lines. .. ................ 204

8 Safeagenttransfer......... .. ... .. .. .. .. 204
9 Safety in mobile agent platforms. . ......... ... ... .. ... 206

9.1 Agentagainstthe platform ............. ... ... ... ....... 206



9.2 Protecting the platform............ ... .. ... ... ... . ... 206

9.3 Acasestudy:aglets. . .......... ... . 208
10 Monitoring and SECUIitY . . . . ..o v ittt 212
10.1 Monitor in an agent-based system: MAPI ................. 212

10.2 Technologies for Java-based mobile agents
on-line monitoring .. ............... i, 213
10.3 Local monitoring and mobile agent control in SOMA. . ... ... 214
10.4 Distributed monitoring . . .......... ... ... 215
11 Future SCenarios. ... ..........ouuiumiuninnennennennennnnn. 216
12 ConCluSIONS . . ..ottt 216
References .. ... ... 217
Data mining and information retrieval 219
I Introduction........... ... . i 219
2 Design and implementation of a data mining system ............. 223
3 Data collection with mobileagents . .. ........................ 224
4 Request for information and proxy caches ..................... 224
5 Routeplanning. .. ..... ... . 225
5.1 Observing agents . ............o.uinineininenannn. 228
6 Performance evaluation.............. ... ... .. .. .. ... 229
6.1 Mobileagentsmodel. ........ ... ... ... L. 231
6.2 Client—servermodel ........ ... ... ... .. .. .. ... ... 233
6.3 Hybridmodel ........ ... .. ... . .. 234
7 Distributed knowledgenets .. ......... ... ... L 234
7.1 Techniques for a distributed knowledge net design .......... 236
8 Applicationexamples. .. ......... ... 238
8.1 Mobile agents-based events scheduler . ................ ... 238
8.2 Searching through genetic algorithms ................. ... 244
8.3 Smart SysStem. .. .. ... 248
84 JAM. .. 250
8.5 Information filtering . ... ........ .. ... .. ... ... 254
8.6 Identifying and information discovery .. .................. 254
8.7 Spider or indexes SyStems. . . .. ... i it 255
8.8 Aided navigation SyStems . . .. ... ... 255
8.9 Mobile information extractor ... ........ ... ... ... ....... 255
8.10 Multi-agents platforms .. ......... ... ... .. ... .. ... 257
8.11 Clever mobile agents to classify documents. . .............. 261
8.12 Applications suppliers. .. .......... .. i 262
8.13 Outlines on other applications .......................... 264
References .. ... ... 266

Index 269



Preface

Multi-agent systems are one of the most effective software design paradigms, and
they are considered to be the most recent evolutionary step of object-oriented
programming. Agents have several advantages when compared with objects. The
most important among them is to be made of active code which is capable of acting
autonomously.

Agents can be a suitable choice to exploit the internet reality, since users can
operate easily in a less compelling way and also reduce internet connection time.
Mobile agents thus make a PC an intelligent entity able to autonomously accomplish
boring human tasks, starting from document search up to actual business
negotiations. In other words, mobile agents allow the PC-internet system to be more
active and autonomous, and leave a human owner to decide if and when his
intervention is suitable or required. We can therefore say an agent is an autonomous
software entity within the virtual environment in which entities and relationships
are devoted to the management and provision of electronic information .

A mobile agent is just an agent endowed with advanced mobility features. In
particular we refer to the so-called strong mobility, which gives an agent the ability
to accomplish its task migrating from site to site, thus starting somewhere a process
to be continued elsewhere.

Mobile agents are a well-known technology by this time, which can be considered
avalid alternative to traditional web navigation. Unfortunately, and probably due to
the wariness to commit important decisions to virtual entities within a digital
environment which does not have countermeasures enough to clash with attacks to
data integrity and privacy, mobile agents are not so popular so far. Actually, security
is still a problem, not only for mobile agents, but for all software and data within the
internet environment.

The book describes the mobile agent principles of operation in detail. It starts
from giving some definitions, and illustrates their main features such as mobility,
communication, coordination, interoperability, fault tolerance and security.
Comparisons of these features between most relevant multi-agent developing
platforms are then discussed.

The book ends with a discussion on a mobile agent application field, data mining
and information retrieval namely, thus showing how mobile agents can help us to



face these field related problems.

The whole work was accomplished with the contribution of students of Operating
Systems and Distributed Systems classes provided by Alessandro Genco at the
University of Palermo. The final synthesis, revision and management was carried
out within the Ph.D. school in Computer Engineering by professors, researchers
and doctoral students.

The Editor, 2007
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