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Abstract

In this paper, we discuss the need for developing methodologies and tools for
efficiently managing the taking of security countermeasures for hazmat transport.
Transportation of dangerous freight is a complex problem characterized with
multi-modality and with multiple stakeholders and decision-makers. Several
future directions are given to advance academic and professional research in this
ever more important field.

Keywords:  hazmat transport, security, multi-modal transport, dangerous
freight.

1 Introduction

Although until present the number of security-related accidents involving
hazardous substances is rather limited in the Western World, a wide variety of
security threats do exist against hazmat transport. A chemical shipment can fall
victim to a number of different types of attacks inspired by terrorism. These
types of attacks, combined with recent accidents, are changing the perception
and tolerance of managing the risks of hazardous material transportation
operations. The wvulnerabilities of the transportation infrastructure and the
potential consequences of hazmat transportation incidents urge policy makers to
take action, resulting in worldwide calls for legislation directed at increased
security, rerouting of hazardous material shipments with emphasis on security,
and the push for application of inherently safer technologies, leading to enhanced
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security as a natural by-product. Public and private stakeholders fully agree upon
the need for dangerous freight transport to be made safe and secure and to be
organized as efficiently as possible.

Security-related risk assessment approaches or tools for hazmat transportation
are hard to find. In fact, no generally accepted approach exists to assess security
risks of moving hazardous substances. However, hazmat transport risks should
be assessed with tools and approaches specifically designed to take the
intentional nature of the risk, as well as moving risk features into account due to
the specificity of such risk (Borysiewicz [1]). This is discussed more in depth
hereafter.

Safety risks and security risks are to be identified, analyzed, assessed and
evaluated in a different way. An assessment of safety risks requires consideration
of (safety-related) scenarios, consequences, exposure to the risks, (quantitative)
frequencies or probabilities, or (qualitative) likelihood. In case of an assessment
of security risks, (security-related) scenarios, (qualitative) likelihood,
consequences, threat, vulnerability, and target attractiveness are to be taken into
account. It should be noted that target attractiveness is in function of time,
political climate, etc., and can thus rapidly change.

For safety risks, so-called (safety) risk assessment methods are used. In case
of security risks, so-called threat analyses or vulnerability assessments form part
of (security) risk assessment methods. Fixed risks are also quite different from
moving (transport-related) risks and taking security measures in case of hazmat
transport often depends on the situation at hand. For example, with the exception
of transport through pipeline, transported hazardous materials are not
permanently present at a certain spatial point to perform transportation risk
calculations; spatial planning around a transportation route can differ greatly
from the surroundings of a fixed installation within a chemical plant; taking risk
reducing measures is not always straightforward (e.g. an automatic sprinkler
installation is very difficult to implement for hazmat transport, etc.); experts or
specialists are not always present within a predefined period of time at a
dangerous goods transport accident scene, etc.

Moreover, there are simply too many occurrences of hazmat transport to
protect all of them in an equally efficient way. Hence, “Maginot Line” thinking
should be abandoned and intelligent choices and decisions have to be made as
regards which hazmat transport (which transport routes and which transport
modes) need protection first, second, etc. The best defence against terrorist
attacks on hazmat transport targets are adequate hazmat transport security
vulnerability assessments and collaboration between and across the private
sector, local, national and international cooperating authorities.

While hazardous materials accidents remain rare events (10°-10° per
vehicle-mile) (Zografos and Davis [2]) and although the number of deaths and
injuries due to all traffic accidents dwarfs the fatalities and injuries figures due to
hazmat-related accidents, public concern about the risk of hazmat incidents is
rather intense. Even minor incidents involving chemical freight strongly attract
the attention of the general public, policy makers and industrialists. This is
primarily due to the involuntary nature of the risk and the potential for
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significant consequences in case of such accidents. Despite the fact that there is
genuine public concern about the risks associated with hazmat transportation
systems, complete protection of these systems is economically and practically
infeasible. Therefore, there is a need for a multi-disciplinary perspective on
hazmat security, thereby taking the different transport modes into account, and
based on a systems approach. Safety and security management specialists need
to collaborate with transport (and other) experts, using e.g. the mathematical
techniques of game-theory, operations research, etc. Such a holistic managerial
approach should lead to more objective and cost-effective assessments and
prioritizations of defenses and countermeasures against existing hazmat
transportation threats.

At present, each year, close to 2 billion tons of hazardous materials are
produced in the United States. The amount of hazardous materials shipments that
are shipped each year is approximately 3 billion tons, since each shipment is
moved several times before reaching its destination. In Europe, similar or even
higher figures can be assumed. In China, since 2003, each year approximately a
25% rise of chemical industrial activities can be ascertained. Hazmat transport is
thus essential for the world economy and their importance is continuously rising.

2 Hazmat transportation and associated risks

As indicated in the previous section, global trade has resulted in more worldwide
national and transborder shipments of raw materials, dangerous goods, hazardous
wastes, etc. than ever before. The volume of traffic and the speed with which the
transport move continue to increase in both developed and developing countries.
Remarkably, there have been relatively few intentional mass-casualty disasters
associated with hazardous materials transport, especially when one considers the
volumes carried per container, the number of shipments each year, and the direct
proximity of the public. Historically, worldwide, only a very limited number of
incidents causing mass casualties have happened, when expressed per billion
ton-miles.

Until the present, the terrorist threat to the hazmat transportation system has
gained far less attention from political and industrial policy makers than the
passenger transport one, since very few terrorist organizations have made a
serious attempt to either target hazmat transport, or to use hazmat transport as
their means of attack in countries belonging to the Western world.

A recent and well-known security-related accident concerns a passenger train
that was derailed by a powerful home-made bomb explosion on 28 November
2009 in Russia, thereby killing some 30 people and injuring some 100 people.
Another security-related incident concerns an attempt to derail a passenger train
in July 2010. In this sabotage incident, the railway was cut over 1.5 meters
between Lelystad and Almere, two cities in The Netherlands. A well-known
example of a security-related pipeline disaster happened in the Abule Egba
district of Lagos, Nigeria. More than 260 people were killed and over 60 were
injured after a gasoline pipeline exploded. The pipeline was ruptured deliberately
and had been tapped by thieves for months prior to the accident. In another
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recent security-related pipeline accident on 11 August 2010, two people have
been killed and one has been wounded after an oil pipeline exploded in southeast
Turkey in an apparent terrorist attack by the PKK.

Terrorist actions may be targeted at obtaining as many human fatalities as
possible, or at causing as much economic devastation as possible or they may be
aimed at realizing both these objectives. It is important to note that under the
present circumstances, the hazmat transportation system, in the USA as well as
in Europe or any other part of the world, if under attack in an intelligent way, can
be employed by terrorists to attain both these goals simultaneously.

Especially in the transportation system, escalation effects from an attack may
be very far-reaching. As an example, in the Madrid terrorist attack on 11 March
2004, not only 191 people were killed and some 1,800 were injured, but the drop
in the European markets (FTSE) following the Madrid bombings was calculated
to be around $55 billion. As another example, the estimated cost on the entire
supply chain of a weapon of mass destruction shipped via container is some $1
trillion (Zamparini [3]).

Therefore, to pro-actively limit the potential number of human fatalities and
the huge economic costs, it is crucial that academic research is carried out from a
multi-disciplinary, multi-modal and systemic viewpoint, to identify, to assess
and to prioritize trans-border transportation system security risks, and to take
pro-active actions and countermeasures accordingly.

It is obvious that research on security of hazmat transport from a multi-modal
viewpoint deserves much more attention from private and public research
institutes.

3 How to improve security assessments of multi-modal
dangerous freight transport

One of the key factors of the chemical supply chain is multimodality; i.e., the use
of different transport modes, each having their own characteristics with respect
to economic and environmental parameters, as well as characterized with safety
and security mode-specific features. Multimodal transportation is very much
prevalent in the chemical industry, using road, railway, barges, ships, and
pipelines to transport goods. A variety of companies are active usually within
one of the available transport modi; and rarely do they operate within several of
the modi at the same time. Nonetheless, by transporting chemical products
employing different modes, (e.g. moving goods from road onto rail, ship or
pipeline or vice versa, for security considerations), the chemical industry and its
Logistics Service Providers can probably greatly improve their security scores.
Hence, the security resource allocation problem exists on both intra- and
inter-modal levels. On an intra-modal dimension, the authorities or the
companies responsible for the transport have to decide on which transportation
routes (belonging to the same mode, that is road, railroad, inland waterways or
pipeline) available between point A (e.g. a company, a city, or a storage park)
and point B security measures have to be taken. This decision regarding security
resources allocations should take into account all existing and feasible unimodal
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transportation routes between A and B and it should be repeated for all
dangerous freight the authorities or the companies wish to investigate. On an
inter-modal dimension, the different available modi for transporting certain
dangerous freight between A and B should be investigated and security resources
need to be allocated between the different modi, which forms an extra
complexity to the unimodal security resources allocation problem. Actually,
multimodal planning is more difficult than unimodal planning, both on an
operational (i.e., planning of individual shipments), and on a tactical/strategic
level (i.e., planning of flows of goods through the network). Therefore, an even
stronger need for support by a transportation security risk model is present in the
multi-modal case. Elaborating a user-friendly model and accompanying tool that
supports decision-making by private as well as public stakeholders to allocate
security resources from an intra-modal as well as an inter-modal viewpoint is
thus very much needed.

In fact, the idea of developing a model or a tool addressing security-related
issues and specifically aiming them at supporting decisions for preventing or
mitigating intentional designed malicious acts on transportation infrastructure
from a multi-modal perspective, has only very recently gained attention in the
academic world.

Verma and Verter [4] are the first to examine population exposure due to
hazmat transportation through intermodal service networks. In their 2010 paper,
the same authors [5] suggest a lead-time based approach for planning rail-truck
intermodal transportation of dangerous goods. Bell [6] shows that, for repeated
hazardous materials shipments through a network, where the accident
probabilities over the various links in the network are unknown, the safest
strategy is in general to use multiple routes for each origin-destination pair.
Bersani et al. [7] further demonstrate that spreading the risk both in space and in
time further ameliorates the routing problem. Dadkar et al. [8] develop a game-
theoretical model to represent the interaction of shipper/carrier and terrorist for
hazmat transport and — by solving the model — give an idea of how routing
decisions might be analyzed under terrorist threat. Garrido [9] presents
mathematical models to identify possible hijacked vehicles’ routes to vulnerable
targets, assuming that probabilities of interception by law enforcement agents
depend on the investment in defense resources. Murray-Tuite [10] demonstrates
how Bayesian analysis can be used to update attack scenario probabilities after
receiving new information on transportation risks.

However, to the best of the author’s knowledge, no user-friendly multi-modal
approach currently exists for assessing and prioritizing security risks
(threats/vulnerabilities) related to the transportation of hazardous materials. The
method should be understandable not only for academics, but also for both
trained professionals as well as political decision makers, and the method should
allow for simulation exercises (e.g. the user should be able to translate
countermeasure improvements into the results of the threat assessment).

Different possibilities exist to meet with this need to develop a method for
multi-modal assessment of hazmat transport. In any case, the approach implies
the relative determination of hazmat transport or security countermeasures:
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different types of hazmat transport and/or various preventative and/or mitigation
measures are relatively ranked towards each other. This way, one can obtain a
notion of the relative (security related) vulnerability of transport routes and
transport modes, thereby taking e.g. infrastructure characteristics and types and
amounts of various transported chemicals into account. Using the obtained
ranking results, a decision-maker can take more objective decisions on taking
countermeasures for a certain hazmat transport route or can make a more neutral
multi-modal choice of a hazmat transport route.

A first possibility concerns the use of multi-criteria analysis for developing
and implementing a tool to deal with security of multi-modal hazmat transport.

The methodology should present a user-friendly approach to determine
relative security risk levels of the different modes of hazardous freight transport
(i.e., road, railway, inland waterways and pipeline transportation), taking into
account various possible countermeasures. Likelihood parameters of security-
related accidents in which dangerous freight is involved and possibly causing
fatalities in the surrounding population should be considered, together with the
consequences of accident scenarios, to determine transportation route security
risk levels. Such an approach should lead to a multi-modal user-friendly security
threat assessment tool which can be used by policy makers as well as by
industrialists (shippers or Logistics Service Providers). The generic method
would allow for comparing the security risk levels of the different routes of
transportation of hazardous goods and for taking countermeasures from a uni-
modal as well as from a multi-modal perspective.

A second possibility involves the development and the use of a game-
theoretical model and tool.

Since the terrorist attacks on 11 September 2001, game theory has been
increasingly employed as a mathematical tool to deal with security decisions
facing with adaptive adversaries. In particular, recent literature includes Bier
[11], Bier et al. [12], Zhuang and Bier [13]; Heal and Kunreuther [14]; Paruchuri
et al. [15]; Bier et al. [16]; Dighe et al. [17]; Guikema and Aven [18]; and
Zhuang et al. [19]. See Sandler and Siqueira [20] for an extensive survey. More
specifically, gaining insights into the nature of optimal defensive investments
yielding the best trade-off between investment costs and critical infrastructure
security was also already subject of an important amount of scientific research,
e.g., Brown et al. [21]; Azaiez and Bier [22]; Levitin [23]; Patterson and
Apostolakis [24]; Levitin and Hausken [25]; Hausken [26]; Liu et al. [27];
Hausken and Levitin [28]; Golany et al. [29]; Reniers [30].

However, to date, no concrete attention has been paid to the multimodal
transportation security resources allocation decision problem from a game-
theoretical viewpoint. This is thus a research subject deserving much more
attention from the academia. In case of the multi-modal transportation problem,
the focus should be on the development of an attacker-defender model (based on
game theory). A dynamic game with incomplete information can be considered
in which the defender chooses how to allocate the security resources (on which
transport routes, on which modes, etc.), and then an attacker chooses which
target to attack (which route, which mode, etc.) according to a multi-attribute
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utility function. A model focusing on multi-modal transportations of hazardous
substances should make the decision process of taking security countermeasures
allocations in a complex transportation network more objective and
(subsequently) more justified.

Cox [31] indicates that game theory and risk analysis are mutually reinforcing
in order to obtain effective risk management recommendations for allocating
security resources. Therefore, the use, by private as well as public stakeholders,
of both a tool based on multi-criteria analysis and one based on game-theory,
might lead to a truly more secured hazmat transportation system.

4 Conclusions

As the amounts of dangerous goods transported continue to rise in both
developed and developing countries, and as population characteristics continue
to increase throughout the world, and the distance between the public and the
hazardous materials transportation operations continuously diminishes,
controlling and managing risks within the multi-modal hazardous materials
transportation system becomes ever more important for industrialists and policy
makers. Especially risks associated with intentional acts are subject of the
emerging research field devoted to the hazmat transportation system.

From a multi-disciplinary researchers’ perspective as well as from a policy
makers’ viewpoint, the transportation system security research area needs to be
treated as a mature and extremely important domain with a direct impact on the
global economic market.

Methodologies and accompanying software need to be developed to deal with
the complex multi-modal hazmat transportation security brain-teaser and the
security resources allocation problem. Two possible mutually reinforcing ways
for advancing multi-modal hazmat security, are represented by multi-criteria
analysis on the one hand and game-theory on the other hand. Both these
techniques are very promising to help tackling hazmat transport security of the
next generation.
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