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Abstract

Background: Different events affecting public transportation systems such as the
Madrid bomb attacks in 2004 have exposed the vulnerability of open and
complex infrastructure. Providers have to deal with these threats and prepare to
prevent and respond. For a systematic identification and assessment of threats, a
variety of appropriate risk management (RM) systems can be chosen. To choose
an appropriate RM system for a public transportation system, a comparison is
needed. Therefore, the providers have to define self-assessment criteria based on
local requirements to get reliable results.

Aim: Most international RM systems are based on qualitative descriptions
making it difficult to extract and determine such criteria. In fact, no comparison
can currently be done between different qualitatively described RM systems.
One solution to obtain reliable comparative results is the quantification of
qualitative statements. This research shows an assignment of numerical values
for qualitative criteria to make a comparison possible.

Method: The comparison is based on adaptation of a use-value analysis that
accomplishes the requirements of public transportation systems. It compares
different decision alternatives, especially if there are no quantitative criteria.
Qualitative criteria are categorized and assigned to each pre-defined target
compliance factors connecting with numerical values. Additionally, the
prioritisation of qualitative criteria is determined with weighting coefficients.
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Results: The combination of weighting coefficient and target compliance
factor helps to establish reliable results in a relative comparison. The use-value
analysis is defined by assessment criteria for risk and threat detection, effort of
implementation and support, and quality of RM results.

Conclusion: Public transportation providers can use this method using their
local requirement and assessment criteria to find an appropriate RM system.
Still, the application of the use-value analysis provides reliable information about
the suitability of different RM systems, but no further information about the
effect of the systems.

Keywords: assessment criteria, comparison, critical infrastructure, public
transportation, risk management, use-value analysis.

1 Introduction

Critical infrastructure such as public transportation systems play a major role in
today’s society. Not only the high number of daily passenger transfers, the
different links and interdependencies of public transportation to other critical
infrastructure and sectors are also a vulnerable factor of the society and industry.
Threats and disturbances influence the system and can cause consequences in
multi-dimensional ways such as, societal functions, health, safety and security,
economic or, social well-being of people [1]. For example, the terrorist attacks in
Tokyo (1995), Madrid (2004), London (2005) and Mumbai (2006) exposed the
vulnerability of complicated open systems.

This is the reason why public transportation providers try to protect their
systems as much as possible to ensure cost-effective usage of security measures.

To identify and assess possible financial risks, RM systems were invented for
the financial sector. Today, the implementation of RM systems in critical
infrastructure is of paramount importance [2]. RM systems allow structural
identification, analysis, assessment and controlling of risks and measures. A
huge variety of different RM methods can be found in the literature using
different techniques and approaches. Security experts of providers have to decide
which RM system fits their company and gives best results for local
requirements.

The challenge in comparing RM systems is that qualitative statements cannot
be quantified for numerical comparison [3]. It is the reason why a reliable
assessment of RM systems is unthinkable, unless qualitative statements can be
transferred into quantified data. In 2007, the ENISA published a functional
comparison method in the IT-sector by scoring the processes according
to qualitative statements [4], but the possibility of weighting the processes to
self-requirements is not included in the method.

2 Methodology

A reliable methodology for comparing RM systems needs basic requirements.
Most RM systems have a lot of qualitative information, which cannot be
compared in a quantitative way for contrasting juxtaposition and accurate result.
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The challenge is that qualitatively influenced variables cannot quantify directly
[3], because text modules, which are available in most RM guidelines, provide
no basis for this process. Therefore, a method, which can transfer the qualitative
information into numerical values for enabling required comparing results, is
needed. Furthermore, a self-information prioritisation method for public
transportation providers should be introduced, which would create opportunity to
contribute self-perceptions or specific requirements.

The comparison method of ENISA, which is mentioned in the introduction,
uses a benchmark system to transfer qualitative information in a RM approach.
This allows comparison between qualitative statements and information, but
prioritisation of requirements is not included. So, this method does not seem
suitable for application in this specific sector. A solution is to adapt a
methodology of project management and implement the requirements in
a reliable comparison [3]. The methodology is an adapted use-value analysis for
comparing various options without quantitative, especially numerical basis of
decision-making. Based on weighting of different assessment criteria, there is an
opportunity for prioritisation. For each RM system option, a value of benefit will
set and compute in relative comparison with other options. So, the public
transportation providers can select a RM system according their own needs.

Figure 1 shows the procedure of this adapted methodology. The steps will be
described in the following chapters without examples, which will be illustrated
in chapter 3.

Determination of

) Definition of Determination . Ranking the
Selection of assessment of weightin; target Computation a value of
options ey gniing compliance value of benefit
criteria coefficients benefits

factors

Figure 1:  Approach for comparing RM systems (source: authors).
2.1 Selection of options

In the first step, the public transportation providers have to choose selective
options of RM systems, which could be implemented in their own public
transportation systems. No criteria are necessary for this selection, because it is
independent of any requirement. At this point, it is possible that providers put
any RM system, e.g. in context of critical infrastructure, in the pool of selection
options for decision making.
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2.2 Definition of assessment criteria

In the second step, the public transportation providers define assessment criteria
for evaluating the suitable RM system for implementation and application. It is
very important that appropriate criteria related to decision-making should only
be defined. It is advisable to define not more than five criteria for the
implementation of this methodology, [3].

2.3 Determination of weighting coefficients

A very important requirement for this methodology is the opportunity to
prioritise the assessment criteria in an individual way. Therefore, weighting
coefficients will refer any assessment criterion to give criteria a different
emphasis in computation with the value of benefit for all selection options.

In this step, each defined assessment criteria will be contrasted with other
defined assessment criteria and set in a comparison matrix. At this point, the
providers have to decide which assessment criterion is more important for an
assessment and decision in context of selecting a suitable RM system. When
an assessment criterion is more important than another criterion, it is scored with
a value of two. A value of zero is assigned complementary. For an equal
importance, the assessment criteria are scored with a value of one. By dividing
the subtotal of an assessment criterion with the total sum, weighting coefficient
for each assessment criterion can be determined. The weighting coefficient
reflects the amount of an assessment criterion for the comprehensive decision
and is one part of computation of the benefit value.

Table 1 shows an example for determining weighting coefficients (WC) with
four assessment criteria (C). The values can be defined by public transportation
providers for any implementation of this methodology in context of the
assessment criteria. The highest numerical weighting coefficient means the most
significant assessment criterion for decision-making.

Table 1: Example for determination of weighting coefficients (source: authors).

=
Assessment = ~ - - S Weighting

criteria © © © © B coefficients
n

C; 2 2 2 6 0,500 wc,

C, 0 1 0 1 0,083 wC,

C; 0 1 0 1 0,083 WC;

C, 0 2 2 4 0,333 wC,

Total| 12 1
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2.4 Determination of target compliance factors

The fourth step deals with the description of defined assessment criteria. For all
assessment criteria, target compliances have to be determined in a qualitative
written form. These target compliances are deposited with numerical target
compliance factors. The target compliance for an assessment criterion shows
how a RM system accomplishes this criterion. The higher the target compliance
of a RM system for each assessment criterion is, the higher the numerical target
compliance factor should be defined. The points system scale can be chosen by
own estimation and is independent of any standard set by the public
transportation providers’ decision. The more information is available for a RM
system, the finer the scale can be created.

2.5 Computation a value of benefit

Then, a sub-value of benefit (X,,,,) for each RM system in context of one
assessment criterion (C) can be computed based on the weighting factor (WC)
of this assessment criterion and the target compliance factor (7CF) as a function
of compliance target. Formula 1 shows an abstract consideration for this
computation [6].

XOption(CL ey Cn) = ?:1(WC1' * TCFOption(Ci)) (1)

After the computation, the sub-value of benefit (X,,,) for a RM system in
relation to an assessment criterion, the addition of values enables the
determination of a value of benefit [3] for this special RM system (see table 2).

Table 2: Example for computing value of benefit (source: authors).

Option,

C; WC; TCF(Cy) X
C, we, TCF(Cy) WC, * TCF(C;)
C; we, TCF(C;) WC, * TCF(C,)
C; WC; TCF(C;) WC; * TCF(C;)
Cy wc, TCF(Cy) WC,* TCF(Cy)

4

Value of benefit, = ZX(D
i=1

2.6 Ranking the value of benefits

The computed value of benefit for each RM system, which is part of the defined
selection options, allows a relative comparison of these values. So, in the last
step of this methodology, all values of benefit of RM systems can be ranked for a
numerical relative comparison. The highest ranked RM system is the most
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suitable for implementation and application in own public transportation system.
This step allows public transportation providers to compare different RM
systems with qualitatively described information for decision making.

3 Implementation

In this chapter, the theoretical description of the methodology is explained
through an example. Public transportation providers have to identify their input,
output and required resources of their processes [7]. In context of quality
management, these data should be available. For implementation by a public
transportation provider, assessment criteria related to their system have to be
defined. For example, the following criteria can be defined as:

e Detection: Public transportation systems deal with specific threats and
risks according to the structural requirements of their system. Therefore,
it is important that a RM system is able to detect and treat these threats
and risks. Lack of detection can cause serious consequences in the
decision making process.

e FEffort: The effort for implementing a RM system is important for the
process activity and the organisation itself. Internal and external
resources can be used for the RM system. For this reason, effort is an
assessment criterion for providers to manage their capacities.

e Support: Depending on the RM system, different kinds of support are
provided to the end-user. This assessment criterion judges the support to
the end-user through instructions, recommendations and assistance
guidelines.

e Quality of results: The results of RM systems may differ in form of the
level of detail. This quality assessment criterion judges the outcome of
the RM system according to information for the end-user.

This list of examples can extend to the level needed by the public
transportation providers. So, in addition, costs, lead time or compatibility might
also be criteria of importance and might be included.

According to chapter 2.3, the public transportation providers have to
determine their weighting factors between each criterion. In this example, the
’threat/risk detection’ and the ‘quality of results’ have the highest value and are
scored with two points because (according to the author’s opinion), only
captured threat and risk can be processed in a RM system and lead to results.
Also, the authors set the ‘quality of results’ on highest score as a consequence of
the threat detection and ‘effort’ and ‘support’ are scored with one point. The
authors make clear, weighting factors have to be adapted according to the
self-preferences of the company so results of this comparison method also differ.

In the next step (see chapter 2.4), the target compliance factors have to be
defined. Therefore, the aim has to be defined in detail for the different
assessment criteria. In example four, classifications are set and scored with the
numbers of 1 to 4 points (see table 3). For the assessment criterion ‘threat/risk
detection’ a percental scale is possible, while for effort, support and results a
percental scale is impossible and qualitative statements are used.
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Table 3: Determination of target compliance for assessment criteria
(source: authors).

A Target Target Target Target
sse:sn}ent compliance compliance compliance compliance
criteria

1 point 2 points 3 points 4 points
detection of less |detection of at [detection of at |detection of at
than 70% of all |least 70% of all [least 80% of all |least 90% of all

Detection threats and risks |threats and risks |threats and risks |threats and risks
in public in public in public in public
transportation transportation  |transportation  [transportation
Effort very high high medial small
detailed
detailed description gf
. . RM system incl.
L detailed description of
short description S . examples and
Support description of |RM system incl. R
of RM system guidelines and
RM system |examples and
R templates and
guidelines .
supporting
documents
detailed risk
assessment
according to
detailed risk specific
assessment additional
Quality of . detailed risk |according to parameters
risk assessment . : :
results assessment  [specific including
additional critical
parameters processes,
vulnerability
intensity and
resilience, etc.

The visualised possible target compliance is a basis for the implementation of
this adapted use-value analysis by public transportation providers. The target
compliance and the target compliance factors can be chosen freely by users of
this methodology as described before.

4 Results

To generate results, five different RM systems, which can be used in public
transportation systems, are going to be compared. These approaches are standard
in the field of critical infrastructure. At this point, any available RM systems can
be used. The authors chose two German systems, one of the Association of
German Transport Companies (VDV [8]) and one of the German Federal
Ministry of the Interior (BMI [9]). For a comprehensive reflection, international
systems of the Danish Emergency Management Agency (DEMA [10]), Public
Safety Canada [11] and a European research project (COUNTERACT [12]) are
added. In this paper, these different RM systems cannot be described in detail,
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but have to be read separately as needed. The exact determination of appropriate
target compliance factors cannot be described in detail as well because that is not
part of this methodology paper.

Table 4 shows the target compliance of RM systems based on a study
research report of the author [13] produced in the year 2013. This German
study investigated the RM systems in detail to determine target compliance
factors dependent on their assessment criteria.

Table 4: Target compliance factors for RM system (source: authors).

RM system
Public
Assessment criteria VDV BMI DEMA COUNTERACT| Safety
Canada
Detection 4 points 4 points 2 points 1 point 2 points
Effort 4 points 1 point 3 points 2 points 2 points
Support 1 point 3 points 4 points 4 points 2 points
Quality of results 1 point 4 points 3 points 3 points 3 points

The visualized estimation is part of the foundation for computing the value of
benefits of a RM system. In connection with weighting factors based on an
assignment of value in chapter 3 and the mathematical computation in table 1, all
parameters are available for creating results. As a result, a multiplication of the
weighting factors (WC) and target compliance factors (7CF) in context of an
assessment criteria leads to the sub-values of benefits (X) (see table 2). At this
point, the summation of all sub-values of benefits for each assessment criteria
creates the value of benefit (VoB) for the related RM system. So each RM system
receives a numerical value and a value of benefit which makes a relatively
reliable comparison based on the numerical values.

Table 5 shows the final computation results for the values of benefits of RM
systems. The highest value represents the best suitable RM system for the
authors used public transportation system according to individual preferences.
This table gives the public transportation provider a reliable and transparent basis
of decision-making for choosing a RM system from a pool of possible systems.

The results of this adapted use-value analysis depend on the subjective
assessment of the end-users. Although quantification is used to make qualitative
statements comparable, the right allocation cannot always be guaranteed. The use
of quantified assessment criteria is helpful to check the allocation. For the
‘detection’ criterion, the quantification can be ensured, while the other
assessment criteria are based on an estimation of the end-users. Basically,
all assessment criteria shall be defined and described completely to get reliable
estimations and results. Even minor changes can change the results in the end.
Additionally, the use-values must be relatively comparable to reach an absolute
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significance. Whether a RM system is adequately applicable for a critical
infrastructure or not, needs further tests and cannot be assessed with this
methodology finally.

Table 5: Values of benefits for RM systems (source: authors).

RM system
VDV BMI DEMA  |COUNTERACT | Public Safety
Canada
Assessment criteria wC | TCF X TCF X TCF X TCF X TCF X

Detection 0,500 4 2,000 4 2,000 2 1,000 1 0,500 2 1,000
Effort 0,083 4 0,333 1 0,083 3 0,250 2 0,167 2 0,167
Support 0,083 1 0,083 3 0,250 4 0,333 4 0,333 2 0,167
Quality of results 0,333 1 0,333 4 1,333 3 1,000 3 1,000 3 1,000

N
VoB = |2,750 {\VOB =13:667)| VoB = |2,583 | VoB = | 2,000 |VoB =|2,333

T~

5 Conclusion

RM systems are important, especially in the field of critical infrastructure such as
public transportation systems where a failure has multidimensional effects [14].
Every provider has to find an eligible approach which fits the organisational
requirements and captures all relevant risks and threats. The data acquisition is
difficult for quantitative RM approaches, but the results are reliable. That is the
reason why quantitative RM approaches should be preferred. Unfortunately, no
such comprehensive approach for critical infrastructure can be found in
literature.

This paper shows existing qualitative RM systems, which can be used for
public transportation services. The use-value analysis is an appropriate method to
compare RM systems. Even then, there are no quantitative assessment criteria.
Considering the limitations, a numerical comparison of qualitative statements
can be executed. In the end, a use-value ranking displays the results of the best
RM system according to the assessment criteria. Therefore, every end-user,
e.g. public transportation, or other critical infrastructure providers, has to set its
own assessment criteria implying organisational requirements as well as
weighting coefficients.
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