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Abstract

Regardless of the measures put in place to prevent or mitigate them, natural and
man-made hazards remain a daunting challenge for community leaders tasked
with ensuring public safety. Governments and other organizations can provide
services to protect and respond to their citizens’ needs in an emergency, but
ultimately, the relative resilience of a community relies, to a large extent, on the
preparedness of the individuals living within it. While individual preparedness is
determined largely by personal attributes, another important determinant is the
influence of the community on the knowledge base and available resources of its
members. To capture the influence that a community can have on instilling and
increasing preparedness competencies in its population, Argonne National
Laboratory has developed a public preparedness index. The index captures
aspects such as disaster public education programs, crisis communication, public
communication, citizen preparedness groups, and additional resources such as
community shelters and evacuation routes/plans. This index allows community
leaders to (1) better understand how well they are equipping their citizens to face
potential hazards and (2) identify areas for improvement. As increased emphasis
is placed on better equipping communities to face potential hazards, it is vital
that those communities also understand how their actions affect the preparedness
of their citizens.

Keywords: emergency management, public preparedness, regional resilience,
critical infrastructures.

1 Introduction

The assessment of community resilience is complex because the term needs to
characterize the resilience of organizations and infrastructures, as well as the
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resilience of “softer” aspects, like the individual resilience of citizens [1].
Multiple definitions and methodologies have been developed to assess these
aspects of community resilience [2—4]. While the methodologies differ in terms
of their precise approach, all emphasize the need to characterize the abilities of a
community to sense, evaluate, and adapt to post-disaster consequences [5]. Thus,
regional resilience is properly defined as the performance of a region in
managing (protecting, mitigating, responding and recovering from) an
emergency or a disaster by considering the capabilities of different subsystems.
These subsystems include the following:

e Ecological subsystem — combines biological and physical elements of the
environment in which a community is located;

e  Economic subsystem — comprises people, firms, and institutions that interact
to produce, distribute, and consume goods and services;

e  Governance subsystem — includes the public and private organizations that
contribute to the administration of governmental functions of the
community;

e Physical infrastructure subsystem — the substructure or underlying
foundation or network used for providing goods and services; and

e Civil society subsystem — the formal and informal modes of social
organization and collective action outside of governmental authority.

Consideration of all these subsystems is necessary to assess the ability of a
region or system to respond to and recover from natural or human-caused
hazards. However, the following elements are often underestimated or under-
evaluated when considering the resilience of a region: the evaluation of the
Nation’s progress on personal preparedness and individual response, as well as
the measure of the public’s knowledge, attitudes, and behaviors in preparing for
a range of hazards. The resilience of the civilian population is often referred to
by different terms, such as civil society resilience, community capital resilience,
community competence, social capital, and social resilience; these terms focus,
to varying degrees, on the ability of the general public within a community to
prepare for and respond to a disturbance. The public’s inability to adapt, respond
to, and recover from a disturbance will seriously limit the community’s ability to
bounce back, regardless of the resiliency of the other subsystems (listed above),
because individuals are necessary for a community to exist at its most basic level
and are necessary components of the other subsystems.

Argonne National Laboratory, in partnership with the Department of
Homeland Security (DHS), has developed an index to characterize public
preparedness that can be combined with other indices that characterize the
resilience of each individual community subsystem. These indices are based on a
comprehensive methodology already in use to characterize the vulnerability and
resilience of critical infrastructures [2, 6]. This paper presents the main principles
of this methodology and describes how it is used to assess public preparedness
and the impact that a community has on increasing individual resilience
capabilities.
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2 Citizen preparedness

Public preparedness in an emergency is a major concern in the United States, as
demonstrated by the amount of money spent to educate the public [7], as well as
by the numerous awareness campaigns supported by different organizations and
Web sites such as Ready.gov, 72hours.org, or AlertChicago.org [8—10].

Furthermore, numerous surveys, such as the 2009 Citizen Corps National
Survey conducted by Citizen Corps, in partnership with the Federal Emergency
Management Agency of DHS, have evaluated the readiness of citizens and
highlighted the need for them to be better prepared to face an emergency [11].
These studies are useful in the sense that they provide statistics about the
awareness and preparedness of the population and allow public officials to
identify existing gaps in that preparation. Nevertheless, these studies do not
provide communities with a comprehensive and consistent tool to measure how
prepared their citizens are (on a community, rather than aggregate national, scale)
and to define what they can do to increase their citizens’ level of resilience [7].

To address this issue, different tools have been developed. One of these, the
public readiness index (PRI) — developed by the Council for Excellence in
Government — provides a value that allows officials to define the preparedness of
a population and compare the preparedness levels of different communities [7].
While useful, this index is based on only ten questions and is focused on the
community members and their current knowledge or actions, and not on their
potential through community programs or resources [7]. The index does not
really allow officials to define how the community can prepare the population
for an emergency or identify the functions and options that a community can use
to enhance the readiness of its citizens.

Thus, existing tools such as the PRI are useful in terms of the limited
information they provide; however, they are not sufficient to assess, in its
entirety, the citizens’ level of preparation and its contribution to regional
resilience. To do this, officials need to be able to measure the ability of a
community to support the preparedness of its citizens. This task tends to be
complex because directly measuring all the variables that support all the
operational preparedness and response functions of an individual can be difficult
and time consuming.

To solve these issues, the tool developed by Argonne and DHS uses proxy
variables to capture the main functions and characteristics of a community that
support or increase the preparation of the population facing an emergency.
Instead of characterizing the ability of a community or a population to react to
different specific events, the proxy variables consider the elements that
contribute to increased preparation and the resources necessary to allow
individuals to maximize their use of that knowledge, regardless of which
individuals inhabit the community. Using these proxy variables will allow
assessors to more quickly conduct the study and still reach a valid conclusion.

A top-down approach, based on the principles of functional analysis and multi-
attribute utility theory [12], is used to define the main elements of the Public
Preparedness Index (PPI). This index is organized into four levels of information.
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e  The first level corresponds to main community functions, which regroup the
actions a community should take to support public preparedness.

e  The second level corresponds to components, which regroup the elements a
community should have to support their main functions.

e  The third level corresponds to activities, which regroup the different tasks
that constitute the community components.

e The fourth level corresponds to the characteristics of the activities.

The functional analysis, developed by subject matter experts (SMEs), defines
a tree organization of the community elements that support public preparedness
from the functions to the characteristics. Table 1 shows the eight level 1
functions and the 24 level 2 components of the PPI.

Table 1: Two first levels of the PPI.

Level 1: Functions Level 2: Components

e  Hazard identification
e  Risk assessment
Disaster public education programs ¢  Hazard awareness

e  Training

e  Resources

e  (Crisis communication
e  Risk communication

Public information e  Public point of contact

e Disease prevention/control
e  Food safety
e  Health education

Public health programs
e Medical assets
e  Surge capability
Health care e  Mass casualty

e  Public/private partnerships

e  (itizens groups/organizations
Community engagement

e  Disaster warning systems
e  Public notification systems

Warning/notifications systems *  Health alert systems

e  Evacuation plans

e  Evacuation routes
Evacuation resources

e  Community shelter
management plan

e  Evacuee shelter management
plan

Community shelters e
e  Facilities
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Level 2 components are subdivided into their essential activities. For
example, crisis communication, a level 2 component of public information (level
1), combines seven level 3 activities. One of these activities is monitoring events,
which can be characterized by using five questions, which constitute level 4
information (Table 2).

The survey questions, to be answered by a yes or a no, are developed to return
pertinent information that will support the calculation of the PPI.

Table 2: Levels 3 and 4 of PPI, under crisis communication (level 2) and
public information (level 1).

Level 2: Crisis communication

Level 3: Activities Level 4: Characteristics

Following a crisis, is there a process in
place to conduct:

e  Ongoing media monitoring?

e Internet monitoring?

e  Exchange of information with

Monitoring of events internal and external
organizations, including state
health departments, etc.?

e  Ongoing communication with
SMEs and stakeholders?

e Monitoring of public opinion?

Organization of all the information that characterizes the ability of a
community to support public preparedness provides officials with a means to
obtain an overall index; such an index allows comparison of the preparation
levels of individuals in different communities. Indeed, all levels of information
can be aggregated to define the level above and, ultimately, to calculate a PPI
that represents the capabilities of a community to support the preparation of its
citizens.

Section 3 explains how the data characterizing public preparedness can be
captured and aggregated to define a PPI that characterizes the support of a
community and, ultimately, regional resilience.

3 Index methodology

The index methodology developed by Argonne and DHS allows comparison of
the functions and actions undertaken by a community to increase the individual
preparedness of its citizens. This methodology comprises three steps:

e  (Collection of data;

e Definition of public preparedness on the basis of data collected;

e  Visualization of the capabilities of a jurisdiction and comparison to
other like jurisdictions.
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3.1 Data collection

The main components that characterize the community capabilities to support
public preparedness are defined by using a top-down approach — from the
functions of the community to the characteristics of activities needed to fulfill
those functions. However, only the information in the fourth level
(characteristics) needs to be collected. The other levels of information are
calculated on the basis of the aggregation of the fourth-level characteristics. Data
are collected through a questionnaire that captures the most important
information characterizing community capabilities in a given jurisdiction. The
questionnaire was developed in collaboration with SMEs and based on existing
surveys characterizing public preparedness, individual response capabilities, and
social resilience. Through the use of objective questions (e.g., the presence of a
specific plan or resource), the survey ensures the collection of accurate and
transparent information that can be compared and interpreted in a consistent
manner. The questionnaire was developed to be completed by individuals in
charge of the various service functions within a community and to be completed
in a limited amount of time. The survey covers the eight core functions of a
community to support public preparedness considering a possible catastrophic
event. The information required to complete the PPI is collected during an on-
site assessment visit; however, a self-assessed PPI score could also be derived if
deemed appropriate. In this case, the data would be obtained from a survey that
corresponds to the variables in the index and that could be modified to reflect
future changes.

The next section describes how the data collected are used to calculate the
PPL

3.2 Calculation of the PPI

Each question (level 4), and each component and subcomponent of the PPI, is
assigned a weight representing its relative importance compared with other
questions/components/subcomponents in its grouping. The weights were
obtained in accordance with the principles of “decision analysis,” an approach
that helps manage risk under conditions of uncertainty [13, 14]. The
methodology is based on a numerical representation of the value pattern obtained
by comparing different elements of a jurisdiction and by using relations “better
than” and “equal in value to” to define their relative importance. Another
important element in this decision analysis tool is the transitivity of the ranking,
i.e., if an element A is more important than an element B, and an element B is
more important than an element C, then logically A will be more important than
C. This approach produces a relational representation of capabilities alternatives
by providing a numerical value assignment for each of its components. The
weights for a set of components depend on the ranges (worst to best) that are
included as options in the question set.

Table 3 shows an example of the results of that process, completed by three
groups of experts, for components of monitoring an event, a subcomponent of
crisis communication, which is a component of public information.
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Table 3: Example of value assessments from experts (illustrative).
Public information — Crisis communication — Monitoring event

Following a crisis Group 1 Group 2 Group 3 o

7 (%]
is there a process - - - & ‘-DED
. X N ~ <= ~ <= T =
in place to < _qb_)b < % c Z_)D z g
conduct: e = e = e =
Ongoing  media | 5 | 4, 1 100 1 100 | 100
monitoring?
Internet 2 90 4 70 4 80 80
monitoring?
Exchanges of
information with
internal and 1 100 2 95 3 85 93.33
external
organizations?
Ongoing
communication
with SMEs and 3 80 3 75 2 90 81.67
partners?
Monitoring of
public opinion 5 70 5 65 5 70 | 68.33
data and other
research?

In the index, five answers are possible to characterize the monitoring of an
event. Each group of experts ranks each of these elements in relation to the
others, from 1 (most important element) to 5 (least important element). If the
SMEs decide that two elements have the same importance, they can give them
the same rank. Subsequently, the element ranked first is attributed a weight of
100. Each group defines the weight of each other element in the grouping,
considering its relative rank and importance to the element ranked first. The
weights of two elements can be equal if these elements have the same
importance or they can be relatively close if the elements are not of equal
importance but are separated by only a slight increase in value. Conversely, the
difference in weights can be large between two elements if one is considered
significantly less important than another.

Table 3 shows that the three groups of experts rank ongoing media
monitoring as the most important element to consider in the event monitoring
variable. For Group 1, this element has the same importance as the exchange of
information with internal and external organizations and is also ranked first. For
all groups, monitoring of public opinion is the least important variable compared
with the other possibilities. However, although the three groups ranked the
variables differently, the weights defined do not vary significantly. Indeed, for
this part of the PPI, the weights vary only from 65 to 100, which means that
although media monitoring may be considered the most important element, the
other four possibilities are also significantly important for optimal event
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monitoring. Finally, when all experts’ ranks and weights are defined for a
specific subcomponent group’s level, final weights are obtained by using an
average of weights. For the event monitoring variable, the final weights vary
from 100 for the most important elements to 68.33 for the relatively least
important. In the example, the answers are not exclusive. The best plan is the one
that integrates all of the components, and it should correspond to a value of 100.
It is then necessary to redefine the combined weights of all plan components to
obtain a value of 100 when they are summed (Table 4).

Table 4: Final weights for event monitoring (illustrative).
Following a crisis, is there a process in place . Final Proportional
to conduct: Average Weights Weight
Ongoing media monitoring? 100 23.62
Internet monitoring? 80 18.90
Exchanges of information with yours and
other organization? 93.33 22.05
Ongoing communication with SMEs and 81.67 19.29
partners?

Monitoring of public opinion data and other 68.33 16.14
research?
Sum 423.33 100

With these weights, it is possible to calculate a community’s value for the
event monitoring variable. A value of 100 is attributed to a variable when the
corresponding question is answered affirmatively. A value of 0 is attributed to a
negative answer. The value of the group is then obtained by using a weighted
sum of all component values in a group, such as the one in Table 5.

Table 5: Monitoring event value (illustrative).
Following a crisis, is
there a process in Answer Value Weight in % Weighted value
place to conduct:
Ongoing ‘.“e‘ila Yes 100 0.2362 23.62
monitoring’
Internet monitoring? No 0 0.1890 0
Exchanges of
information with Yes 100 0.2205 22.05
yours and other
organization?
Ongoing
communication with No 0 0.1929 0
SMEs and partners?
Monitoring of public
opinion data and other Yes 100 0.1614 16.14
research?
Monitoring event value 61.81
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The event monitoring group, in the example, integrates media monitoring,
exchanges with different organizations, and public opinion monitoring.
Combining the weighted values of the elements through a summation equation
results in a monitoring event value of 61.81 (Table 5). The tree organization for
the PPI allows assessors to use the same approach to calculate the values of the
different groups of components for each level, culminating — through the
additive process — in an overall PPI value. Each element in a grouping is
attributed a weight using an elicitation process to define its relative importance
in comparison with its pair elements. This way, the value of each group of
elements in each level can be calculated by using the weighted sum of its
components in the level below. Level 4 characteristics are aggregated into level 3
capabilities, level 2 components, level 1 functions, and finally an overall PPI
value. Values for each of the eight Level 1 functions are aggregated to define an
overall PPI, as in the example in Table 6.

Table 6: PPI (illustrative).

Public Preparedness Functions Level 1 Level 1 Weighted
(Level 1) Weight Index Index
zij;fzflf“bhc education 0.1587 7238 11.49
Public information 0.1428 67.45 9.63
Public health programs 0.1111 69.63 7.74
Health care 0.0952 55.43 5.28
Community engagement 0.1033 37.85 391
Warning/notification systems 0.1349 60.62 8.18
Evacuation resources 0.1270 63.52 8.07
Community shelters 0.1270 57.43 6.89
Overall PPI 61.19

The disaster public education program variable was selected by SMEs as the
most important of the eight functions when considering how a community
impacts public preparedness, with an associated weight of 0.1587. The next most
important function is the public information capability, which has a weight of
0.1428, followed by warning/notification systems at 0.1349, evacuation
resources and community shelters at 0.1270, public health programs at 0.1111,
community engagement at 0.1033, and finally, health care, with a weight of
0.0952.

The community characterized in this example has a fairly robust disaster
public education program (hazard identification, risk assessment and hazard
awareness), public health program (disease prevention, food safety, and health
education), public information (risk and crisis communication, public point of
contact), and evacuation resources (evacuation plans and routes). Notification
systems (disaster warning systems, public notification systems, and health alert
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systems), health care (medical assets, surge capability, and mass casualty/
mortuary affairs support), and community shelters (community shelter
management plan, evacuee shelter management plan, and facilities) have values
between 50 and 60, which means that the community has diverse elements in
place to fulfill these missions, but significant enhancement is still possible.
Community engagement has the lowest value, 37.85, which means the
community does not have robust public/private partnerships and may lack the
presence of citizen groups, such as local emergency planning committees or
community response teams.

By multiplying the value of level 1 functions by their weights, researchers can
obtain the weighted values. The sum of these weighted values gives the overall
PPI index. For example, by multiplying the disaster public education programs
index (72.38) by its weight (0.1587), we obtain a weighted disaster public
education programs index of 11.49. This value is added to the other weighted
index values of public preparedness functions to obtain an overall PPI of 61.19
(Table 6).

This method of characterizing the capabilities of a community to support the
preparation of citizens allows for consideration of how capabilities vary within
the sector as a whole. A score of 100 on the PPI is not necessarily the expected
level of capability for public preparedness. Rather, a score of 100 would
represent an optimal community that would rarely be observed. An expected
level of capability would come not from a pre-fixed number on the index, but
rather from an analysis of the average preparedness score of similar
communities, combined with examination of minimally accepted capabilities
from within each of the Level 1 and 2 variables.

The PPI, based on a community’s programs, plans, and resources in terms of
public preparation, is also useful to integrate into separate programs that
characterize the overall resilience of a community or an even larger geographic
region.

3.3 Visualization and comparison of PPI values

Although an individual PPI is important with regard to the data it represents, it
can be difficult to fully interpret without a frame of reference. For instance, does
an overall PPI score of 61.19 mean that a community and its citizens are well
prepared to respond to an emergency? The question cannot be answered without
an understanding of how the PPI compares with other scores. The value of a PPI
is strongly related to the community and its demographics and hazard profile. A
comparative framework is thus necessary. Using a PPI value to compare similar
communities in terms of their regional resilience can provide additional vital
benefits. To facilitate comparisons between different possible actions, municipal
or county officials need tools that allow them to consider possible options for
enhancement, define changes in characteristics at each level, and immediately
see the potential changes to the overall values of the calculated indices. The PPI
can also be used to aid communities in assessing their current capabilities, as
well as laying out a systematic approach to improving capabilities by targeting

WIT Transactions on the Built Environment, Vol 119, © 2011 WIT Press
www.witpress.com, ISSN 1743-3509 (on-line)



Disaster Management and Human Health Risk 11 193

specific areas of weakness. The index can also be combined with other elements
to characterize the resilience of a region, as described in the next section.

4 Using the PPI to assess regional resilience

Community resilience or regional resilience can be defined as the capability of a
geographic location, its inhabitants, and its organizations to anticipate risk, limit
impact, and recover rapidly through survival, adaptability, evolution, and growth
in the face of turbulent change [14]. To fully measure regional resilience,
researchers must account for all component parts (e.g., people, institutions, and
organizations). To do so, they often separate the topic into two main aspects to
be analyzed: soft and hard [1]. In soft aspects, consideration of the population
preparedness is important. Beyond its own benefits, the PPI also complements
different indices that have been developed by Argonne to assess the protection,
vulnerability, resilience, and criticality of facilities, combined with information
about the susceptibility of assets to specific threat types [2, 16]. By combining
these indices with other tools developed to assess the resilience of individual
community subsystems — leading to more specific assessment of the soft aspects
of regional resilience — it is possible to form a more thorough representation of
specific area resilience and of risk in general.

5 Conclusion

In a complex and interconnected world, it is vital for communities to enhance
public protection and resilience. Preparing the public to face an emergency is
uniquely important because safety and high quality of life are the ultimate goals
of a community. Therefore, it is essential to consider how communities can
support and enhance the preparedness and resilience of their citizens. The
proposed PPI, based on accepted programmatic elements, allows for
consideration of the particular capabilities of a community to support the
preparation of its population in a global methodology to assess regional
resilience.
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