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ABSTRACT
Energy systems digitalisation represents the energy sector’s future, and Digital Twins represent the 
most advanced and complete way to monitor and optimally manage a complex system such as the 
upcoming solutions. Those latter will comprehend several energy generators, traditional and/or from 
renewable energy sources (RESs), different energy storage systems using several energy vectors and 
that interconnect different energy-consuming sectors (power, thermal, transport sectors) and that fully 
exploit the potential synergies offered by such interconnected system. Nevertheless, since the first 
conceptualisation of digital twins in the first years of the 21st century, its use has not started yet for dif-
ferent reasons that are affecting the adoption of this game-changer approach. Hence, what are the main 
barriers that are holding back the adoption of digital twins in smart energy systems? The present review 
paper answers this research question while discussing the case studies that can be found in literature 
and analysing the different approaches and the system architectures that have been tested or simply 
idealised. This paper provides a basis for future research that aims at applying the digital twin concept 
in the energy sector and particularly for power grid management. It deals with the challenges of big 
data management, the ones related to real-time measurements and continuous communication between 
the real-world system and its digital twin, the investment for measuring systems, the issues connected 
with the use of large data centres and the correlated energy-related challenges and doubts. The review 
analyses the challenges that have been encountered so far, the proposed solutions and the opportunities 
that such a ‘work in progress’ topic offers.
Keywords: barriers, digital twin, energy systems, modelling, real-time analyses.

1 INTRODUCTION
Today’s energy system architecture is turning toward a massive electrification of consumptions 
and renewable energy source (RES) penetration [1]. In this regard, it is key to rely on technolo-
gies able to monitor and coordinate the energy fluxes, expressed in terms of demand and 
production. In the real world, this technology is translated into a series of sensors installed in the 
system that feed databases and algorithms dedicated to analysing the different fluctuations at 
any time. Furthermore, this is also coupled with the ability to predict the possible variations in 
future conditions, so as to be able to promptly adapt the operating technologies accordingly [2].

The digital twin (DT) concept, introduced by Micheal Grieves, reflects this idea which is 
fundamental to support the future energy system [3]. According to Grieves, the DT system is 
based on three concepts: physical products in real space, virtual products in virtual space and 
the connections of data and information that connect the physical and virtual space [4].

Such a system will be able to mirror the behaviour of the object in the real environment. 
The data availability assures a high-fidelity model, and by combining all of this information, 
compared also with the history data, the DT can forecast and predict the system response in 
different possible future scenarios [5]. The prediction is fundamental to maintain our system 
working efficiently and in safe conditions. Additionally, there are also hybrid DT versions 
where parts of the parameters are not evaluated by sensors; instead, they come directly from 
the model itself.

The operators working in the energy field understand the potential offered by this approach. 
For instance, although the investment in electricity grids has decreased by 7% from 2018, 
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investment in digital twinning technologies, including the required advanced metering infra-
structure, utility automation and artificial intelligence, made up more than 15% of total grid 
spending [6].

Digital technologies are arising and develop faster than other technologies used in the 
power system [7]. Gartner has plotted the key digital technologies in the hype-cycle curve, 
reported in Fig. 1, to enable an assessment of the expectations of these technologies [8].

Although substation automation has been a trend in recent years [9], in 2019, utilities 
expanded the use of software platforms to monitor and control them, notably through DTs. 
National grid operators partnered with data management utilities and sensor manufacturers to 
create grid and energy systems twins, mapping power flow, voltage and infrastructure from 
substations to homes [10]. The American Electric Power Authority also announced the digital 
twinning of its transmission infrastructure [11]. From Gartner work, the high expectations 
placed on DT technologies are clear. Nevertheless, it is expected that they could reach a sat-
isfactory level of productivity and common use in our everyday life only in a period varying 
from 5 to 10 years from 2018 [8]. The scope of this review is to analyse the possible barriers 
hampering the DT technologies to reach their productivity plateau and, at the same time, 
illustrate the positive results already obtained. In so doing, particular attention will be paid to 
the energy sector as a whole and energy management systems and power grids that have to 
communicate and interoperate with homes and transport. The review discussion will be 
organised in five sections, concerning five different but nevertheless complementary aspects:

•  Functioning/operative technologies

 • Power grid

 • Energy systems

 • Buildings

•  Transport

Figure 1: Hype cycle (source: Gartner 2018 [8]).
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2 DISCUSSION
In this paragraph, the five sections will be dealt with in specific chapters. Each of those has 
been analysed in terms of development and encountered barriers.

2.1 Functioning/operative technologies

The DT technology is considered the optimal solution for the control of smart energy systems 
(SESs). SES are those systems that comprise different energy vectors, several RES genera-
tors and storage technologies and most importantly exploit the opportunities offered by sector 
coupling and demand response (DR) strategies [12]. Many studies have proven that this solu-
tion allows better exploitation of non-dispatchable RES [13]. The most analysed sectors are 
the heating sector and the transportation one that are experiencing the fastest electrification 
process. This enables them to grow their demand response potential and also the impact on 
the power grid in terms of higher peak loads. In this framework, there is an extraordinary 
amount of data to gather, process and analyse to properly control SESs. The DT approach is 
the best candidate for grasping such complicated problems.

Indeed, a DT is able to:

•  Monitor the physical system: through on-field sensors and external sources. All the data 
necessary for the next steps are called digital thread [14].

 • Analyse and plan: this is done thanks to the digital model of the real system and several 
algorithms and techniques to identify the optimal measures to control the physical system.

•  Execute/control the real system: this is done through physical assets (i.e. controllers).

In order to realise it, a DT entails different levels, the physical assets (i.e. sensors and con-
trollers) that have to be connected with digital assets (often cloud-based) in order to store the 
data, process and analyse them and then simulate the real system behaviour through the dig-
ital model in order to find the optimal control strategy that will then be fulfilled by the 
controllers [15].

The management of such an intricate network is challenging for several reasons such as 
communication protocols, real-time processes and analyses, security and privacy and all the 
challenges that are linked to big data (e.g. management, storage, privacy and security). In 
[16], an edge computing architecture is proposed to overcome such difficulties given their 
ability to manage heterogeneous data. The proposed system can be divided in three layers: 
IoT and sensors for data gathering and physical control of the real assets, edge nodes for data 
processing and computing, and cloud services for statistical analysis and visualisation of data 
and all operations linked to artificial intelligence.

As said, the main objective of an energy management system is to control all the partici-
pating assets optimising different parameters while ensuring several constraints. If the overall 
objective can be always considered the least economic expenses, each subsystem requires 
different specific constraints. The power sector must always consider the constraints repre-
sented by the power grid in terms of stability and security of supply while also considering 
the technical characteristics of generators, both traditional and renewable, storage systems 
and loads. Regarding the thermal sector (i.e. heating and cooling), aside from the constraints 
connected to the technical characteristics of the thermal generators, the major constraints are 
connected to the indoor environmental quality that has to be ensured at all times. A similar 
constraint is necessary for the transport sector when considering electric vehicles (EVs). The 
power grid must always ensure a proper state of charge when the vehicle is supposed to 
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detach from the grid (each vehicle will require a different state of charge and different time 
of connection). Also, it should be considered that several other data, external to the energy 
system, are necessary to properly analyse the optimal management strategy (e.g. electricity 
price, gas price, emission indicators and weather data) [15]. A general architecture of such 
DT is shown in Fig. 2.

The advantage offered by the DT is the possibility to constantly monitor the system with 
the appropriate sensors and communication. This enables the DT to check that the real sys-
tem reacted to an input as expected; otherwise the control system will automatically order a 
different control strategy. Such a difference between the expected result and the obtained one 
in a perfect model could be attributed to a change in the real-world system. The additional 
advantage offered by DT is that the model will automatically analyse the reasons that lead to 
the deviations and will recalibrate itself. This is particularly important in an energy system 
that entails different sectors and an uncountable number of devices. Indeed, the installation 
of new charging stations, or heat pumps, or simply the modification of efficiency of some 
assets might modify the overall system response to a certain control manoeuvre. Thus, the 
ability of the digital model to modify its parameters to always be updated and able to mirror 
the real system is priceless.

Even additional challenges and barriers are found when transferring the aforementioned 
concepts in a business-oriented framework. This is true, for instance, in the case of demand 
response markets that involve several flexibility providers.

2.2 The power grid

National or local power grids offer a perfect field of application to the twinning technology 
regardless of their sizes.

Figure 2: DT synoptic.



 M. Lamagna, et al., Int. J. of Energy Prod. & Mgmt., Vol. 6, No. 4 (2021)  327

The DT framework in the context of the Chinese national power grid was analysed in [17], 
and a new online analysis digital twin (OADT) was presented to solve real-world complex 
system problems in large scale (40k+ buses). The results presented in the paper show that the 
OADT can track the operation state of a large-scale power grid in real time with only a 
sub-second delay. The only impediment found for the DT application is inferable to software 
development problems, which needs an exhaustive software platform to be supported. How-
ever, the recent information technology advances enable more feasible and practical DT 
implementation. Similarly, in [18], the DT methodology was applied to understanding the 
power system dynamics in a way to set the grid to work at the optimum active and reactive 
settings, by adjusting the voltage stability which is reflected in an overall system reliability 
increase. The final objective of this research was to demonstrate that thanks to this approach, 
it is possible to integrate more variable RES technologies (in this case PV panels) in the 
actual grid, avoiding dangerous voltage variations. The proposed approach was successful, 
and the only limitation seems to be represented by a limited number of measurement devices 
installed on the grid.

Similarly, the objective in [19] was to apply the DT to the offshore wind farms transmission 
systems. The related voltage stability problems can become even a more challenging issue in 
these conditions. The paper proposed a direct voltage control (DVC) strategy in a real-time 
environment to stabilise voltage and frequency oscillations by means of a DT model. Moreo-
ver, the converters’ representation offers a better depiction of the real-world operation.

Reducing the research perimeter, in [20], the attention was focused on distribution network 
(DN) and the need to create an adequate interface able to gather all the information coming 
from sensors. Additionally, the authors in [21, 22] focused their work on the DN issues. Their 
objective was to increase the flexibility of the grid connecting both the local network and the 
regional power system. In these papers, the DT concept was used to modify the DN planning 
in execution, individualising in real time the future performance ratings and weak points 
according to the proposed changes. To reconstruct the virtual model, real-time operating data 
were assessed and used to build the DT algorithms. In conclusion, this work did not directly 
analyse the ongoing performances of the grid. Instead, forecasting the possible performances, 
it proposed different planning adjustments, supporting the applicability of the DT already 
from the project early stages. This approach is further investigated in [22], where the concept 
was enlarged by the authors to the distributed production penetration, to help the operators in 
making better operational decisions. Nevertheless, the presence of massive measuring instru-
mentation and other devices, many of those accessible by remote control, expose the power 
grid management to cyberattacks risk. In this regards, in [23], the authors proposed an innova-
tive solution to cope with this problem, a solution based on a IoT-DT model of the cyber-physical 
system that interacts with the control system to ensure its proper operation. The obtained 
results demonstrated how the proposed IoT-DT model is able to mitigate a cyberattack simu-
lated as a coordinated false data injection or as an attempted normal service interruption.

2.3 Energy systems

DT is a key aspect to increase the efficiency and the management of the energy systems. Fast 
response and analysis are required while working with electricity independently if the focus 
is on a transmission grid or a domestic system. Regarding affirmed technologies, most of the 
research prefers to analyse the entire system instead of a single one. For instance in [24], the 
analysis was focused on the entire city’s energy systems. In this latter research, the energy 
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systems were extended to the buildings energy performance, underlying the applicability and 
the possible interconnectivity with different topics such the Building Information Modelling 
(BIM) as it will be presented in the next section. Also, in [25], the energy systems are con-
verted in the DT model to recreate the smart grid to be analysed. Differently, when analysing 
new emerging technologies, the research perimeter remains closer to the system level. For 
example, hydrogen is confirming its role as enabling technology, representing a promising 
mechanism to realise sector coupling [26]. Following the other energy system technologies, 
also hydrogen solutions are experimenting with an exploration phase with DT models. At the 
moment, it was not possible to find works related to the DT applied to a fuel cell or electro-
lyser operating in a real context; instead, since the hydrogen topic is still gaining momentum, 
it was easier to find work related to the performance analysis at lab scale. The most researched 
aspects are related to the manufacturing and the advancement of this technology. To cope 
with this technical issue, surrogate modelling methods that combine a state-of-the-art 
three-dimensional physical model and a data-driven model are investigated in different 
researches. The result obtained in [27], concerning the DT of a proton exchange membrane 
fuel cell, can predict its outputs with a root-mean-square error from 3.88% to 24.80%. This 
architecture is used to control the healthy operation envelope and state map. Similarly, in 
[28], a DT model was made for a solid oxide fuel cell (SOFC), starting from a 1 kW SOFC 
data were used to regress the parameters to scale-up the model to 25 kW. The final obtained 
DT was validated by steady-state data and applied to on-site operation prediction with very 
high accuracy. The scope of the project was to help operators in the operation strategies selec-
tion, by means of simulations to execute the process safely and stably. Being relatively new 
as a subject, also the manufacturing itself is being investigated to lower initial costs and 
enhance the manufacturing process, in this regard it could be useful to analyse the informa-
tion reported in [29] where an exhaustive review on DT-based sustainable intelligent 
manufacturing is presented.

2.4 Buildings

Buildings account for a large portion of the overall energy consumption, and this is divided 
into electricity and thermal demand that are further split in heating and cooling. As for cool-
ing, this is mostly translated into electricity since the most used technology is heat pumps. 
Regarding heating instead, the framework is more varied since this can be supplied not only 
through several different means, such as gas, biomass, and other fossil fuels, but also through 
electricity thanks to heat pumps (also electric boiler but mostly for hot water instead than 
indoor ambient heating). Indeed, the energy intensity of buildings also varies depending on 
the end-use. Commercial buildings will have a much higher energy consumption compared 
to residential. Given buildings’ important role in the energy system, a SES must consider 
their role in the system both as consumers and service providers, particularly for flexibility 
services through demand response programmes. For these reasons as well as for a better 
monitoring and understanding of the energy system, smart metering and IoT devices pres-
ence in the building sector have been proliferating in the last years and are expected to keep 
growing in the years to come. This enables the application of DT concepts in the building 
sector, and several studies can be found in literature with different objectives and focus.

In [30], the authors apply a DT framework with the aim of monitoring several parameters 
and, through a serious game, reduce energy consumption and proving that a 40% energy 
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saving can be achieved. This is an example of different services that can be offered by means 
of DT structure and architecture.

In [31], the authors adopt a DT approach in order to monitor buildings performance as well 
as renewable energy generation in order to improve overall performance of the smart city by 
means of an optimal scheduling. They classify home devices in three categories depending 
on their flexibility, such as shiftable (e.g. dryer), interruptible (e.g. hot water) and weather 
based (e.g. HVAC).

In [32], the authors presented a framework for near real-time management DR in SES 
which is able to fully exploit the potential offered by internet of things by means of a soft-
ware-in-the-loop strategy. They proved the benefits that could be provided to the grid by 
means of DR strategies at building level. Nevertheless, it is interesting to notice that the term 
‘digital twin’ is never mentioned in the whole article.

Zhou and Zhang [33] focused on a key feature of a DT control system that is the demand 
forecasting. Particularly, they proposed a model for smart homes based on edge computing 
that uses the cloud for data processing and for further analysis. The input data are collected 
both by sensors (i.e. IoT devices) and external/environmental data.

In [34], authors analyse a DT based on machine learning coupled with an urban-scale 
EnergyPLUS model with the aim of analysing the demand response potential of buildings to 
provide flexibility services to the grid.

In [35], the authors analyse the importance of edge computing for smart buildings and 
propose an approach based on the CAFCLA framework (Context-Aware Framework for Col-
laborative Learning Activities).

In [36], the authors apply a DT approach based on BIM and GIS on the case study in 
Rome, Italy. The proposed DT model is useful both in the design phase and in the operation 
phase for optimal management and control thanks to the use of artificial intelligence. The 
authors conclude that the proposed system is able to optimally modulate loads increasing 
self-consumption from RESs and decreasing the overall energy consumption.

Particular attention should be paid to the use of BIM in DTs, a phenomenon that has been 
growing and organically developing in the last period taking on the lesson learned in the man-
ufacturing sector [37]. A remarkable example is provided by Shahinmoghadam et al. [38]; the 
authors develop a BIM-IoT-based DT that also makes use of virtual reality for thermal and 
comfort monitoring. In [39], Desogus et al. analysed the use of BIM and IoT in a DT frame-
work for monitoring of indoor conditions (not only temperature and comfort but also luminance, 
etc.) and of energy consumption. A further trend is that of adopting geo-referencing in parallel 
to BIM and IoT for an all-inclusive DT able to integrate spatial data for a better visualisation 
and consequently a better decision making as presented in [40]. Here, the authors develop a 
common approach for geo-referencing in the framework of GIS/BIM in Industry Foundation 
Classes (IFCs) format. Also in [41], the topic of integrating GIS and BIM models is analysed. 
Specifically, the difficulties that lie in the intrinsic differences between the two frameworks 
that make it complex to convert data into one format to another. Particularly, the authors devel-
oped a method to easily convert IFCs into shapefiles in an efficient and reliable way.

2.5 Transport

Transport solutions can be associated with moving energy management systems, where the 
energy source is transformed in motion. Additionally, the recent processes in the transport 
sectors of electrification and digitalisation are opening interesting new scenarios for the entire 
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industry. The DT approach integration in this sector has been addressed by many authors with 
different focuses also outside energy-related topics. Regarding those latter, the DT was stud-
ied to forecast components failures [42], traffic management [43] and autonomous guide 
[44]. NASA was a precursor of the adoption of DT to enhance transport efficiency and safety 
[45]. In terms of energy-related investigation, in [46], the authors analysed a part of the rail-
ways system as a high-power demanding load in the power grids. During the work, a DT 
model to perform a proper monitoring and control of operations was modelled. This approach, 
oriented to grid management, was adopted also in smaller cases addressing the issue of EV 
charging. The DT was used in [47] to perform a smart battery charging strategy to extend the 
battery lifetime, and similarly in [48], the same issue was assessed. Differently in [49], the 
focus was moved towards the grid perspective, analysing the possible auxiliary services that 
can be offered by the batteries to this latter. The methodology proposed in this work com-
prises an architecture for a DT in the domain of the high-voltage battery system and then to 
offer digital services for various stakeholders. Nevertheless, to reach a fully functional DT, 
this model needs to be implemented in a cloud computing environment which is not well 
defined yet. With a comprehensive approach, the authors in [50] have undertaken an ambi-
tious investigation where a DT of an extensive portion of the city with all physical components 
was made. For the model, a total of 14,000 buildings including all locations of activities such 
as parking lots, transformers, middle-voltage lines, low-voltage lines of the distribution grid, 
and shops and homes were geo-referenced and modelled. Additionally, to correctly evaluate 
the population and mobility, also the city’s inhabitants and commuters are modelled using 
agent-based simulations. Finally, this innovative method has been demonstrated using meas-
urement data. Indeed, a system so defined can help in many ways in the city planning, 
management and resiliency, but it relies on a massive database system.

3 CONCLUSIONS
The paper reviewed the state of the art in terms of the use of the DT approach and concept 
applied to SESs. It firstly explained the particular application to SESs and the difficulties to 
such a wide and omni-comprehensive approach, and then it focused on the most interesting 
sectors and features of such systems. In conclusion, it can be stated that the powerful advan-
tages offered by the DT concept are clear. Several barriers that hinder the spread of this 
concept can still be found, and they vary from technical, mainly connected to big data and 
communication protocols, to economic but especially in a lack of regulation and a clear mar-
ket around the concept of demand response programmes. This uncertain and unclear 
framework led to many studies that developed different versions of DTs that can theoretically 
work in different frameworks based on different algorithms. Nevertheless, more specific DT 
can be found in single buildings or in other sectors such as the industrial.

Another common feature that has been noticed is that even though the DT concept is 
applied in several different studies regarding smart grid and SES, the keyword ‘digital twin’ 
is not always used. This signals the need for a further effort for interdisciplinary projects 
since, mostly from the energy/electricity sector, this term is not very well-known while it is 
always used by electronic/information professionals.
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